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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF DELAWARE

INNOVATIVE WIRELESS SOLUTIONS,
LLC,
Plaintiff,

Civil Case No. 1:13-cv-01857-RGA
V.
JURY TRIAL DEMANDED
ARRIS GROUP, INC.;

ARRIS ENTERPRISES, INC.; and
GENERAL INSTRUMENT CORP.

wn W W W W LW W L W W

Defendants.

FIRST AMENDED MPLAINT FOR PATENT INFRINGEMENT

Plaintiff Innovative Wireless Solutions, LLC (“IWS” or “Plaintiff”), by way of its First
Amended Complaint for Patent Infringement (“Amended Complaint”) against Defendants ARRIS
Group, Inc. (“Arris Group”), ARRIS Enterprises, Inc. (“Arris Enterprises”), and General
Instrument Corp. (“General Instrument”) (collectively “Defendants”) alleges as follows:

NATURE OF THE ACTION

1. This is an action for patent infringement arising under the patent laws of the
United States, 35 U.S.C. § 1 et seq.
PARTIES
2. Plaintiff Innovative Wireless Solutions, LLC (*IWS”) is a Texas limited liability
company with a place of business at 555 Republic Drive, Suite 200, Plano, Texas 75074.
3. On information and belief, Defendant Arris Group is a corporation under the laws
of the State of Delaware. On information and belief Arris Group has a principal place of

business at 3871 Lakefield Drive, Suwanee, Georgia 30024.
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4, On information and belief, Defendant Arris Enterprises is a corporation under the
laws of the State of Delaware. On information and belief, Arris Enterprises has a principal place
of business located at 3871 Lakefield Drive, Suwanee, Georgia 30024.

5. On information and belief, Defendant General Instrument is a corporation under
the laws of the State of Delaware. On information and belief, General Instrument has a principal
place of business located at 3871 Lakefield Drive, Suwanee, Georgia 30024.

JURISDICTION AND VENUE

6. This Court has subject matter jurisdiction pursuant to 28 U.S.C. 8§ 1331 and
1338(a).

7. On information and belief, Defendants are subject to the jurisdiction of this Court
by virtue of the fact that they are organized under the laws of the State of Delaware. On
information and belief, Defendants are also subject to the jurisdiction of this Court by reason of
their acts of patent infringement which have been committed in this Judicial District, and by
virtue of their regularly conducted and systematic business contacts in this State. As such,
Defendants have purposefully availed themselves of the privilege of conducting business within
this Judicial District; have established sufficient minimum contacts with this Judicial District
such that they should reasonably and fairly anticipate being haled into court in this Judicial
District; have purposefully directed activities at residents of this State; and at least a portion of
the patent infringement claims alleged herein arise out of or are related to one or more of the
foregoing activities.

8. Venue is proper in this Judicial District under 28 U.S.C. §8 1391(c) and 1400(b).
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THE PATENTS-IN-SUIT

9. The allegations set forth in the foregoing paragraphs 1 through 8 are hereby
realleged and incorporated herein by reference.

10. On June 15, 1999, U.S. Patent Number 5,912,895 (the “’895 Patent”), entitled
“INFORMATION NETWORK ACCESS APPARATUS AND METHODS FOR
COMMUNICATING INFORMATION PACKETS VIA TELEPHONE LINES,” was duly and
legally issued by the United States Patent and Trademark Office. A true and correct copy of the
’895 Patent is attached as Exhibit A to this Amended Complaint.

11. On December 4, 2001, U.S. Patent Number 6,327,264 (the *’264 Patent”), entitled
“INFORMATION NETWORK ACCESS APPARATUS AND METHODS FOR
COMMUNICATING INFORMATION PACKETS VIA TELEPHONE LINES,” was duly and
legally issued by the United States Patent and Trademark Office. A true and correct copy of the
’264 Patent is attached as Exhibit B to this Amended Complaint.

12.  OnlJuly 1, 2003, U.S. Patent Number 6,587,473 (the “’473 Patent”), entitled
“INFORMATION NETWORK ACCESS APPARATUS AND METHODS FOR
COMMUNICATING INFORMATION PACKETS VIA TELEPHONE LINES,” was duly and
legally issued by the United States Patent and Trademark Office. A true and correct copy of the
’473 Patent is attached as Exhibit C to this Amended Complaint.

13. IWS is the assignee and owner of the right, title and interest in and to the 895,
’264 and ’473 Patents (henceforth collectively the “patents-in-suit”), including the right to assert

all causes of action arising under said patents and the right to any remedies for infringement.
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JOINDER

14.  Joinder is proper under 35 U.S.C. 8 299. The allegations of infringement
contained herein are asserted against the Defendants jointly, severally, or in the alternative and
arise, at least in part, out of the same series of transactions and occurrences relating to
Defendants’ manufacture, use, sale, offer for sale, and importation of the same accused products.
On information and belief, the Defendants are part of the same corporate family of companies,
and the infringement allegations arise at least in part from the Defendants’ collective activities
with respect to the Defendants’ accused products. Questions of fact common to the Defendants
will arise in the action, including questions relating to the structure and operation of the accused
products, Defendants’ infringing acts and, on information and belief, the validity of the patents-
in-suit.

COUNT I — INFRINGEMENT OF U.S. PATENT NO. "895

15.  The allegations set forth in the foregoing paragraphs 1 through 14 are hereby
realleged and incorporated herein by reference.

16. IWS provided actual notice to Defendants of their infringement of the *895 Patent
in a letter dated October 18, 2013. In this letter, IWS informed Defendants that they were
infringing the 895 Patent by making, using, offering for sale, selling, and/or importing wireless
access points and/or routers capable of connecting to an Ethernet network and an IEEE 802.11
wireless network (the “’895 Patent Accused Products”) to provide wireless Internet access.

17. IWS’s letter further informed Defendants that their wireless network satisfied all

of the limitations of at least claim 48 of the *895 Patent in at least the following manner:
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a. The 895 Patent Accused Products provide communication with a
CSMA/CD network (an Ethernet network) via a bidirectional communications path (the
wireless path).

b. The 895 Patent Accused Products are located at a first end of the wireless
path and include an Ethernet interface to an Ethernet network. Ethernet isa CSMA/CD
technology. The ’895 Patent Accused Products include a buffer for buffering information
packets received from the Ethernet network via the Ethernet interface for supply to the
wireless path. The "895 Patent Accused Products also include a buffer for buffering
information packets received from the wireless path for supply to the Ethernet network
via the Ethernet interface. The 895 Patent Accused Products also include a controller
that implements the control protocol as defined in IEEE 802.11.

C. A station is connected at a second end of the wireless path. The station
includes a buffer for buffering information packets received from the wireless path, a
buffer for buffering information packets to be supplied to the wireless path, and a
controller.

d. The controller in the *895 Patent Accused Products and the controller in
the station are arranged to exchange control information over the wireless path so as to
allow information packets to be communicated bi-directionally over the wireless path
between the buffers of the 895 Patent Accused Products and the station in a half-duplex
manner.

18. IWS’s letter further informed Defendants that they were inducing infringement of
the 895 Patent under 35 U.S.C. 8 271(b) by actively aiding and abetting others to engage in the

following actions that constitute direct infringement: (1) performing the steps of the method
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claims in connection with use of the ’895 Patent Accused Products; (2) using the *895 Patent
Accused Products; and (3) combining the *895 Patent Accused Products with other components
to form the claimed invention. This letter further explained that such other entities include, for
example, Defendants’ partners, customers and end users of the *895 Patent Accused Products.
This letter further explained that Defendants’ acts of inducement include but are not limited to
advertising, offering for sale, and selling the 895 Patent Accused Products, and providing user
manuals, product documentation, and other instructions regarding the use of the wireless
networking features of the *895 Patent Accused Products.

19. IWS’s letter also informed Defendants that they were contributing to infringement
of the ’895 Patent under 35 U.S.C. 8 271(c) by providing the *895 Patent Accused Products to
others, including their partners, customers, and end users, because the *895 Patent Accused
Products constitute a material part of the invention, were especially made or especially adapted
for use in an infringement of the 895 Patent, and have no substantial non-infringing uses. IWS
further identified within this letter that, for example, the *895 Patent Accused Products constitute
a material part of the claimed invention at least because they contain the components that
interface a wireless network to an Ethernet network and provide control information to the
wireless devices as claimed in the 895 Patent. Further, IWS explained that the 895 Patent
Accused Products were made or especially adapted for use in an infringement of the 895 Patent
and have no substantial non-infringing uses at least because they contain components whose only
purpose is to interface a wireless network to an Ethernet network and provide control

information to the wireless devices as claimed in the 895 Patent.
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20. Defendants have had actual knowledge of the *895 Patent and its infringement of
that patent since at least the date that Defendants received the October 18, 2013 notice letter
from IWS.

21. In violation of 35 U.S.C. § 271(a), Defendants have directly infringed and
continue to directly infringe, both literally and under the doctrine of equivalents, the *895 Patent
by making, using, offering to sell, and selling in the United States, and importing into the United
States, products that practice the subject matter claimed in one or more claims of the *895 Patent,
including but not limited to claim 48, without the authority of IWS. The 895 Patent Accused
Products include, but are not limited to, Defendants” wireless base stations, wireless access
points and wireless routers including, but not limited to, Defendants’ IEEE 802.11 compliant
wireless access points and wireless routers such as the 2247 N8 Netopia ADSL2 802.11 N Wi-Fi
Gateway.

22, Upon information and belief, Defendants have induced and continue to induce
others to infringe the *895 Patent under 35 U.S.C. § 271(b) by, and with specific intent or willful
blindness, actively aiding and abetting others to engage in the following actions that constitute
direct infringement: (1) performing the steps of the method claims in connection with use of the
’895 Patent Accused Products; (2) using the *895 Patent Accused Products; and (3) combining
the "895 Patent Accused Products with other components to form the claimed invention. Such
other entities include, for example, Defendants’ partners, customers and end users of the 895
Patent Accused Products. Defendants’ acts of inducement include their advertising, offering for
sale, and selling the *895 Patent Accused Products, and providing user manuals, product
documentation, and other instructions regarding the use of the wireless networking features of

the *895 Patent Accused Products. On information and belief, Defendants have engaged in such
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actions with specific intent to cause infringement or with willful blindness to the resulting
infringement because Defendants have had actual knowledge of the 895 Patent and that their
acts were inducing others to infringe the *895 Patent since at least the date they received the
notice letter from IWS notifying Defendants of their infringement of the *895 Patent.

23. Upon information and belief, Defendants have committed and continue to commit
acts of contributory infringement of the ‘895 Patent under 35 U.S.C. § 271(c) by offering to sell,
selling, and importing the *895 Patent Accused Products. The *895 Patent Accused Products
constitute a material part of the invention, were especially made or especially adapted for use in
an infringement of the 895 Patent, and have no substantial non-infringing uses. The *895 Patent
Accused Products constitute a material part of the claimed invention at least because they contain
the components that interface a wireless network to an Ethernet network and provide control
information to the wireless devices as claimed in the *895 Patent. Further, the *895 Patent
Accused Products were made or especially adapted for use in an infringement of the *895 Patent
and have no substantial non-infringing uses at least because they contain components whose only
purpose is to interface a wireless network to an Ethernet network and provide control
information to the wireless devices as claimed in the ’895 Patent. Defendants have known or
remained willfully blind to these facts since at least the date they received the notice letter from
IWS detailing Defendants’ infringement of the *895 Patent.

24, IWS has been harmed by the Defendants’ infringing activities.

25. IWS notified Defendants of its infringement of the *895 Patent including an
identification of the particular infringing products and features, but Defendants thereafter
continued to infringe the *895 Patent by continuing the activities described in Paragraphs 16-19.

On information and belief, Defendants have not obtained an opinion of counsel regarding
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the’895 Patent. The Defendants’ continued infringement has therefore been in reckless disregard
of IWS’s patent rights. On information and belief, the Defendants’ infringement has been and
continues to be willful.

COUNT Il
(INFRINGEMENT OF THE 264 PATENT)

26.  The allegations set forth in the foregoing paragraphs 1 through 25 are hereby
realleged and incorporated herein by reference.

217, IWS provided actual notice to Defendants of their infringement of the *264 Patent
in a letter dated October 18, 2013. In this letter, IWS informed Defendants that they were
infringing the 264 Patent by making, using, offering for sale, selling, and/or importing wireless
access points and/or routers capable of connecting to an Ethernet network and an IEEE 802.11
wireless network (the “’264 Patent Accused Products”) to provide wireless Internet access.

28. IWS’s letter further informed Defendants that their wireless network satisfied all

of the limitations of at least claim 5 of the 264 Patent in at least the following manner:

a. The "264 Patent Accused Products allow wireless devices to connect to a
network.
b. The ’264 Patent Accused Products include an Ethernet interface for

coupling to an Ethernet network. Ethernet isa CSMA/CD technology.

C. The *264 Patent Accused Products include a wireless interface for
coupling to the wireless network which provides a wireless bidirectional communications
path.

d. The *264 Patent Accused Products include a controller that implements a
control protocol as defined in IEEE 802.11. In accordance with the wireless protocol, the

controller provides information that controls when wireless devices connected to the
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network are allowed to transmit, thereby causing the communications over the wireless

network to occur in a half-duplex manner.

e. The 264 Patent Accused Products include a first buffer that holds frames
received from the Ethernet network via the Ethernet interface and then supplies those
frames via the wireless interface to the wireless network.

f. The 264 Patent Accused Products include a second buffer that holds
frames received from the wireless network via the wireless interface and then supplies
those frames via the Ethernet interface to the Ethernet network.

29. IWS’s letter further informed Defendants that they were inducing infringement of
the "264 Patent under 35 U.S.C. § 271(b) by actively aiding and abetting others to engage in the
following actions that constitute direct infringement: (1) performing the steps of the method
claims in connection with use of the *264 Patent Accused Products; (2) using the *264 Patent
Accused Products; and (3) combining the *264 Patent Accused Products with other components
to form the claimed invention. This letter further explained that such other entities include, for
example, Defendants’ partners, customers and end users of the ’264 Patent Accused Products.
This letter further explained that Defendants’ acts of inducement include but are not limited to
advertising, offering for sale, and selling the *264 Patent Accused Products, and providing user
manuals, product documentation, and other instructions regarding the use of the wireless
networking features of the 264 Patent Accused Products.

30. Defendants have had actual knowledge of the *264 Patent and their infringement
of that patent since at least the date that Defendants received the October 18, 2013 notice letter

from IWS.

10
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31. In violation of 35 U.S.C. § 271(a), Defendants have directly infringed and
continue to directly infringe, both literally and under the doctrine of equivalents, the *264 Patent
by making, using, offering to sell, and selling in the United States, and importing into the United
States, products that practice the subject matter claimed in one or more claims of the *264 Patent,
including but not limited to claim 5, without the authority of IWS. The *264 Patent Accused
Products include, but are not limited to, Defendants” wireless base stations, wireless access
points and wireless routers including, but not limited to, Defendants’ IEEE 802.11 compliant
wireless access points and wireless routers such as the 2247 N8 Netopia ADSL2 802.11 N Wi-Fi
Gateway.

32, Upon information and belief, Defendants have induced and continue to induce
others to infringe the 264 Patent under 35 U.S.C. 8 271(b) by, and with specific intent or willful
blindness, actively aiding and abetting others to engage in the following actions that constitute
direct infringement: (1) performing the steps of the method claims in connection with use of the
’264 Patent Accused Products; (2) using the *264 Patent Accused Products; and (3) combining
the ’264 Patent Accused Products with other components to form the claimed invention. Such
other entities include, for example, Defendants’ partners, customers and end users of the *264
Patent Accused Products. Defendants’ acts of inducement include advertising, offering for sale,
and selling the *264 Patent Accused Products, and providing user manuals, product
documentation, and other instructions regarding the use of the wireless networking features of
the "264 Patent Accused Products. On information and belief, Defendants have engaged in such
actions with specific intent to cause infringement or with willful blindness to the resulting

infringement because Defendants have had actual knowledge of the *264 Patent and that their

11
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acts were inducing others to infringe the 264 Patent since at least the date they received the
notice letter from IWS notifying Defendants of their infringement of the *264 Patent.

33. IWS has been harmed by the Defendants’ infringing activities.

34. IWS notified Defendants of their infringement of the *264 Patent including an
identification of the particular infringing products and features, but Defendants thereafter
continued to infringe the "264 Patent by continuing the activities described in Paragraph 27-29.
On information and belief, Defendants have not obtained an opinion of counsel regarding the
’264 Patent. The Defendants’ continued infringement has therefore been in reckless disregard of
IWS’s patent rights. On information and belief, the Defendants’ infringement has been and
continues to be willful.

COUNT I
(INFRINGEMENT OF THE 473 PATENT)

35.  The allegations set forth in the foregoing paragraphs 1 through 34 are hereby
realleged and incorporated herein by reference.

36. IWS provided actual notice to Defendants of their infringement of the *473 Patent
in a letter dated October 18, 2013. In this letter, IWS informed Defendants that they were
infringing the *473 Patent by making, using, offering for sale, selling, and/or importing wireless
access points and/or routers capable of connecting to an Ethernet network and an IEEE 802.11
wireless network (the *“’473 Patent Accused Products”™) to provide wireless Internet access.

7. IWS’s letter further informed Defendants that their wireless network satisfied all
of the limitations of at least claim 40 of the *473 Patent in at least the following manner:

a. The *473 Patent Accused Products provide communication between a

CSMA/CD network (an Ethernet network) and a bidirectional communications path (the

wireless path).

12
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b. The *473 Patent Accused Products include an Ethernet interface that
contains an Ethernet modem that receives information packets from an Ethernet network.

C. The 473 Patent Accused Products transmit the information packets over
the wireless path in a direction towards a station.

d. The *473 Patent Accused Products include a controller that implements the
control protocol as defined in IEEE 802.11. In accordance with that protocol, the
controller provides information that controls when stations connected to the network are
allowed to transmit, thereby causing the communications over the wireless network to
occur in a half-duplex manner.

e. The *473 Patent Accused Products receive information corresponding to
information packets from the wireless path at the Ethernet modem and transmit those
information packets over the Ethernet network.

38. IWS’s letter further informed Defendants that they were inducing infringement of
the *473 Patent under 35 U.S.C. 8 271(b) by actively aiding and abetting others to engage in the
following actions that constitute direct infringement: (1) performing the steps of the method
claims in connection with use of the *473 Patent Accused Products; (2) using the *473 Patent
Accused Products; and (3) combining the *473 Patent Accused Products with other components
to form the claimed invention. This letter further explained that such other entities include, for
example, Defendants’ partners, customers and end users of the *473 Patent Accused Products.
This letter further explained that Defendants’ acts of inducement include but are not limited to
advertising, offering for sale, and selling the *473 Patent Accused Products, and providing user
manuals, product documentation, and other instructions regarding the use of the wireless

networking features of the *473 Patent Accused Products.

13
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39. IWS’s letter also informed Defendants that they were contributing to infringement
of the ’473 Patent under 35 U.S.C. 8 271(c) by providing the ‘473 Patent Accused Products to
others, including their partners, customers, and end users, because the ’473 Patent Accused
Products constitute a material part of the invention, were especially made or especially adapted
for use in an infringement of the 473 Patent, and have no substantial non-infringing uses. IWS
further identified within this letter that, for example, the *473 Patent Accused Products constitute
a material part of the claimed invention at least because they contain the components that
interface a wireless network to an Ethernet network and provide control information to the
wireless devices as claimed in the *473 Patent. Further, IWS explained the *473 Patent Accused
Products were made or especially adapted for use in an infringement of the 473 Patent and have
no substantial non-infringing uses at least because they contain components whose only purpose
is to interface a wireless network to an Ethernet network and provide control information to the
wireless devices as claimed in the 473 Patent.

40. Defendants have had actual knowledge of the 473 Patent and their infringement
of that patent since at least the date that Defendants received the October 18, 2013 notice letter
from IWS.

41. In violation of 35 U.S.C. § 271(a), Defendants have directly infringed and
continue to directly infringe, both literally and under the doctrine of equivalents, the 473 Patent
by making, using, offering to sell, and selling in the United States, and importing into the United
States, products that practice the subject matter claimed in one or more claims of the *473 Patent,
including but not limited to claim 40, without the authority of IWS. The *473 Patent Accused
Products include, but are not limited to, Defendants” wireless base stations, wireless access

points and wireless routers including, but not limited to, Defendants’ IEEE 802.11 compliant

14
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wireless access points and wireless routers such as the 2247 N8 Netopia ADSL2 802.11 N Wi-Fi
Gateway.

42. Upon information and belief, Defendants have induced and continues to induce
others to infringe the 473 Patent under 35 U.S.C. § 271(b) by, among other things, and with
specific intent or willful blindness, actively aiding and abetting others to engage in the following
actions that constitute direct infringement: (1) performing the steps of the method claims in
connection with use of the ’473 Patent Accused Products; (2) using the ’473 Patent Accused
Products; and (3) combining the *473 Patent Accused Products with other components to form
the claimed invention. Such other entities include, for example, Defendants’ partners, customers
and end users of the *473 Patent Accused Products. Defendants’ acts of inducement include
advertising, offering for sale, and selling the *473 Patent Accused Products, and providing user
manuals, product documentation, and other instructions regarding the use of the wireless
networking features of the *473 Patent Accused Products. On information and belief,
Defendants have engaged in such actions with specific intent to cause infringement or with
willful blindness to the resulting infringement because Defendants have had actual knowledge of
the *473 Patent and that their acts were inducing others to infringe the *473 Patent since at least
the date Defendants received the notice letter from IWS notifying Defendants of their
infringement of the *473 Patent.

43. Upon information and belief, Defendants have committed and continue to commit
acts of contributory infringement of the *473 Patent under 35 U.S.C. § 271(c) by offering to sell
and selling the ’473 Patent Accused Products. The ‘473 Patent Accused Products constitute a
material part of the invention, were especially made or especially adapted for use in an

infringement of the *473 Patent, and have no substantial non-infringing uses. The ’473 Patent

15
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Accused Products constitute a material part of the claimed invention at least because they contain
the components that interface a wireless network to an Ethernet network and provide control
information to the wireless devices as claimed in the *473 Patent. Further, the *473 Patent
Accused Products were made or especially adapted for use in an infringement of the ’473 Patent
and have no substantial non-infringing uses at least because they contain components whose only
purpose is to interface a wireless network to an Ethernet network and provide control

information to the wireless devices as claimed in the *473 Patent. Defendants have known or
remained willfully blind to these facts since at least the date they received the notice letter from
IWS detailing Defendants’ infringement of the 473 Patent.

44, IWS has been harmed by the Defendants' infringing activities.

45. IWS notified Defendants of their infringement of the *473 Patent including an
identification of the particular infringing products and features, but Defendants thereafter
continued to infringe the *473 Patent by continuing the activities described in Paragraph 36-39.
On information and belief, Defendants have not obtained an opinion of counsel regarding
the’473 Patent. The Defendants’ continued infringement has therefore been in reckless disregard
of IWS’s patent rights. On information and belief, the Defendants’ infringement has been and
continues to be willful.

JURY DEMAND

IWS demands a jury trial on all issues and claims so triable.

PRAYER FOR RELIEF

WHEREFORE, IWS prays for judgment as follows:
a. An adjudication that Defendants have infringed one or more claims of each of the

patents-in-suit;

16
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b. An award of damages to be paid by Defendants adequate to compensate IWS for
past infringement of the patents-in-suit, and any continuing or future infringement through the
date such judgment is entered, including interest, costs, expenses and an accounting of all
infringing acts including, but not limited to, those acts not presented at trial,

C. An order that Defendants must pay an ongoing royalty in an amount to be
determined for any continued infringement after the date judgment is entered,

d. An award of treble damages under 35 U.S.C. § 284;

e. A declaration finding this to be an exceptional case, and awarding IWS attorney
fees under 35 U.S.C. § 285; and

f. For such further relief at law and in equity as the Court may deem just and proper.

17
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Dated: August 22, 2014 Respectfully submitted,

[s/ Timothy Devlin

Timothy Devlin #4241
tdevlin@devlinlawfirm.com
DEVLIN LAW FIRM LLC

1220 N. Market Street, Suite 850
Wilmington, DE 19801
Telephone: (302) 449-9010
Facsimile: (302) 353-4251

Jonathan Baker (Admitted Pro Hac Vice)
jbaker@farneydaniels.com

Michael Saunders (Admitted Pro Hac Vice)
msaunders@farneydaniels.com

Gurtej Singh (Admitted Pro Hac Vice)
tsingh@farneydaniels.com

FARNEY DANIELS PC

411 San Borel Ave., Suite 350

San Mateo, CA 94402

Telephone: (424) 268-5200

Facsimile: (424) 268-5219

Stamatios Stamoulis #4606
stamoulis@swdelaw.com
Richard C. Weinblatt #5080
weinblatt@swdelaw.com
STAMOULIS &WEINBLATT LLC
Two Fox Point Centre
6 Denny Road, Suite 307
Wilmington, DE 19809
Telephone: (302) 999-1540

Counsel for Plaintiff
INNOVATIVE WIRELESS SOLUTIONS, LLC
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EXHIBIT A
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INFORMATION NETWORK ACCESS
APPARATUS AND METHODS FOR
COMMUNICATING INFORMATION
PACKETS VIA TELEPHONE LINES

This invention relates to information network access, and
is particularly concerned with apparatus and methods for
communicating information packets, generally referred to as
Ethernet frames, via two-wire lines such as telephone sub-
scriber lines.

BACKGROUND OF THE INVENTION

Computers and related devices are increasingly being
connected into networks for communications between the
devices. Typically, the networks comprise LANs (local area
networks) which provide communications among devices
within a relatively small geographical area, different LANs
being interconnected via MANs (metropolitan area
networks) and WANs (wide area networks). This has
resulted in a global computer information network which is
generally known as the Internet. The term “Network™ is used
herein to refer generically to this global computer informa-
tion network and to any other network of computers and
related devices.

Different technologies can be used to facilitate commu-
nications on any LAN and throughout the Network, the most
common being Carrier Sense Multiple Access with Collision
Detection (CSMA/CD) technology. This is documented in
IEEE Standard 802.3 entitled “Carrier Sense Multiple
Access with Collision Detection (CSMA/CD) Access
Method and Physical Layer Specifications” which has been
adopted by the International Organization for Standardiza-
tion (ISO). The 802.3 Standard is based on the 1985 Version
2 Standard for Ethernet and, although there are some dif-
ferences including different use of a length/type field, the
two Standards are largely interchangeable and can be con-
sidered equivalent as far as this invention is concerned. The
term “CSMA/CD” is used herein to refer generically to this
technology. Using CSMA/CD, packets of data are commu-
nicated in frames that are generally referred to as Ethernet
frames. This term is also used herein, regardless of whether
the frames comply with the 802.3 Standard or the Ethernet
Standard (i.e. regardless of the value contained in the
length/type field of the frame).

The OSI (Open Systems Interconnection) reference
model established by the ISO defines packetized communi-
cations protocols in seven layers, of which Layer 1 is the
physical layer which is concerned with the physical inter-
faces between devices and the communications medium,
and Layer 2 is the data link layer which is concerned with
sending and receiving blocks of data together with informa-
tion for example for synchronization and error and flow
control. For LANSs, the data link layer is generally consid-
ered as comprising two sub-layers, referred to as the LLC
(logical link control) layer and the MAC (medium access
control) layer. The LLC layer (Layer 2) is addressed by
IEEE Standard 802.2. The CSMA/CD Standards address
communications at the MAC and physical layers (Layers 2
and 1).

A particularly convenient and popular physical medium
for LAN communications is twisted pair wiring as is com-
monly used for telephone communications. Such wiring
typically consists of 0.4 mm to 0.6 mm diameter (26 AWG
to 22 AWG) unshielded wires twisted together in pairs in a
multipair cable. For example, one of the options for the
physical layer documented for CSMA/CD is referred to as
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10BASE-T and provides baseband communications at a data
rate of 10 Mby/s over twisted pair wiring. The performance
specifications are generally met by up to 100 m (meters) of
0.5 mm telephone twisted pair wire without the use of a
repeater. Longer wiring lengths are permitted as long as the
performance specifications, in particular a maximum delay,
are met.

Accordingly, devices that are located relatively close to
one another, for example within a building, can be relatively
easily connected in a LAN using twisted pair wiring. For
CSMA/CD communications via the LAN and for access to
the Network, each device is easily equipped with an Ethernet
interface card, which is connected via a respective twisted
pair of wires to a repeater or CSMA/CD hub, and with
TCP/IP (Transmission Control Protocol/Internet Protocol)
software that handles the packetized communications at
Layers 3 and 4 of the OSI model (Network and Transport
Layers, respectively).

Increasingly, access to the Network is required from
devices that are relatively distant from existing Network
facilities. For example, such devices may be located within
residences and small businesses, and they may be isolated
computers or they may be connected in a LAN that is not
connected to the rest of the Network. Such devices may for
example comprise general-purpose computers or specific-
purpose devices such as a Network browser, game machine,
and/or entertainment device, and may also comprise related
and/or ancillary equipment such as workstations, printers,
scanners, bridges, routers, etc. that it may be desired to
connect to the Network. The generic term “terminal device”
and its abbreviation “TD” is used below to embrace all such
devices.

It is known to provide for access to the Network from a
relatively distant terminal device, or TD, via a communica-
tions path between a router on the Network and the distant
TD, the communications path typically being constituted by
a telephone line.

A simple form of such a communications path is a serial
link comprising modem communications via a conventional
two-wire telephone line. At Layers 1 and 2 of the OSI model
the CSMA/CD communication, which can not be used on
the serial link because of its length and characteristics, is
replaced for the communication with each distant TD by
modem communications via the respective telephone line
and a point-to-point protocol, such as PPP (Point to Point
Protocol) or SLIP (Serial Link Internet Protocol). Currently,
modem communications generally provide a maximum data
rate of 28.8 kb/s, and may typically operate in practice at
lower, fall-back, data rates such as 19.2 or 14.4 kb/s. Such
data rates are increasingly insufficient to meet demands
imposed on communications for Network access, in particu-
lar for rapid downloading of relatively large amounts of
data, e.g. for graphics. In addition, use of such modem
communications prevents simultaneous use of the telephone
line for telephone communications. Furthermore, such a
communications path is set up as a dialled connection via the
public switched telephone network (PSTN), which involves
the inconvenience to the distant TD user of having to
establish the dialled connection and the disadvantage of long
connection times via the PSTN.

An alternative form of telephone communications path
comprises an ISDN (Integrated Services Digital Network)
telephone line. This provides two 64 kb/s B-channels each of
which can be used for carrying voice communications or
data. ATD can be connected to the ISDN line via a terminal
adapter, which can thereby provide a total bit rate of 128
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kb/s for data on both B-channels, or 64 kb/s for data on one
B-channel simultaneously with digital telephone voice com-
munications on the other B-channel. While this provides a
significant increase in data rate compared with using a
conventional two-wire telephone line, it requires an ISDN
telephone line which, in the relatively limited areas in which
it is available, involves additional cost, and the connection
still has the disadvantage of being a dialled connection via
the telephone network. In addition, a terminal adapter is
generally more costly than a modem. Furthermore, even data
rates of 64 kb/s or 128 kb/s are likely to be increasingly
insufficient with evolution of the Network.

Higher speed telecommunications lines may be available
for lease to provide high data rate communications, but these
are not economical for TDs in residences and most small
businesses. Cable modems have also been proposed for
providing Network access via coaxial (coax) or hybrid
fiber-coax (HFC) cable television distribution networks that
provide bidirectional communications. While such propos-
als offer the possibility of high data rates, they are also
limited to their own serving areas and are likely to involve
relatively high costs for both the modem equipment and the
ongoing use of the service.

Accordingly, there is an increasing need to facilitate
access from terminal devices to the Network at relatively
low cost both for equipment and ongoing service, that is not
restricted to particular areas, that provides for high data
rates, and that desirably does not preempt telephone com-
munications or require long connection times via the PSTN.
An object of this invention is to address this need.

SUMMARY OF THE INVENTION

According to one aspect, this invention provides a method
of communicating information packets to and from a
CSMA/CD (Carrier Sense Multiple Access with Collision
Detection) path via a bidirectional communications path,
comprising the steps of: coupling a first end of the commu-
nications path to the CSMA/CD path via a first modem
having a CSMA/CD interface coupled to the CSMA/CD
path whereby said information packets are communicated
between the CSMA/CD path and the first modem; coupling
a second end of the communications path to a second
modem; and communicating said information packets
between the first and second modems via the communica-
tions path using half duplex communications.

The half duplex communications, which can alternatively
be considered as time division duplex or time compression
multiplex communications, avoid collisions or interference
between information packets communicated in the two
directions of communication on the communications path by
ensuring that the communications in the two directions take
place at different times.

Preferably the half duplex communications are controlled
by the first modem, the method further comprising the step
of communicating control information via the communica-
tions path from the first modem to the second modem. The
information packets can be communicated by enveloping
them in information frames which also comprise error check
fields for error checking of at least the enveloped informa-
tion packets. Information relating to operation of the
modems, such as control information from the first modem
to the second modem and response information from the
second modem to the first modem, can be included in at least
some of the information frames and/or in further frames
which comprise this information and an error check field for
error checking of at least this information.
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Preferably each information packet communicated
between the modems via the communications path com-
prises at least address, length, and data fields of an Ethernet
frame communicated via the CSMA/CD path; it desirably
also comprises a frame check sequence of the respective
Ethernet frame, and may further comprise a preamble and
start frame delimiter of an Ethernet frame.

Advantageously, the communications path comprises a
two-wire telephone subscriber line and the modems com-
municate said information packets via the line at frequencies
greater than telephone signal frequencies, the method further
comprising the steps of communicating telephone signals
via the line and, at each end of the line, combining telephone
signals and information packets to be communicated via the
line, and separating telephone signals and information pack-
ets communicated via the line, using a diplexer.

The method can further comprise the step of multiplexing
the first modem for communicating information packets
between the first modem and a plurality of second modems
via respective two-wire (e.g. telephone subscriber) lines.

The method can further comprise the steps of monitoring
errors in communicating said information packets between
the first and second modems via the communications path,
and determining operations of the first and second modems
in dependence upon monitored errors. The step of determin-
ing operations of the modems in dependence upon moni-
tored errors can comprise varying a signal bandwidth and/or
a modulation method of the modems. This enables an
optimum rate to be achieved for communicating information
packets via any particular two-wire line.

The second modem can have a CSMA/CD interface, the
method further comprising the step of communicating said
information packets between the second modem and a
second CSMA/CD path via the CSMA/CD interface of the
second modem.

Another aspect of the invention provides a method of
providing communications with a CSMA/CD network via a
bidirectional communications path, comprising the steps of:
at a first end of the communications path, providing a
CSMA/CD interface to the network, buffering information
packets received from the network via the interface in a first
buffer, supplying information packets from the first buffer to
the communications path, and supplying control information
to the communications path; at a second end of the com-
munications path, buffering information packets received
via the communications path in a second buffer, receiving
the control information from the communications path,
buffering information packets to be supplied via the com-
munications path to the network in a third buffer, and
supplying information packets from the third buffer to the
communications path in dependence upon the control infor-
mation; and at the first end of the communications path,
supplying information packets received via the communi-
cations path to a fourth buffer, and supplying the information
packets from the fourth buffer to the network via the
interface; wherein the control information and the depen-
dence on the control information for supplying information
packets from the third buffer to the communications path are
arranged to avoid collisions on the communications path
between information packets communicated from the first
buffer to the second buffer and information packets com-
municated from the third buffer to the fourth buffer.

This method can further comprise the steps of monitoring
fills of at least some of the buffers, and varying a ratio of
information packets communicated from the first buffer to
the second buffer to information packets communicated



Case 1:13-cv-01857-RGA Document 36 Filed 08/25/14 Page 31 of 86 PagelD #: 499

5,912,895

5

from the third buffer to the fourth buffer in dependence upon
the monitored fills. This enables a variable ratio of infor-
mation packets communicated in the two directions of
communication to be achieved dynamically to provide an
optimum flow of information packets at all times.

Preferably in this method the information packets are
communicated via the communications path as modulated
signals between modems at the first and second ends of the
communications path.

This method can further comprise the steps of providing
a second CSMA/CD interface to a second CSMA/CD path
at the second end of the communications path and commu-
nicating information packets between the second and third
buffers and the second CSMA/CD path via the second
CSMA/CD interface. The method can then further comprise
the step of jamming the second CSMA/CD path from the
second CSMA/CD interface in response to filling of the third
buffer. The jamming of the second CSMA/CD path is
detected as a collision by devices connected to that path,
causing retransmission of information packets that for the
time being can not be received by the third buffer.

The invention also provides a method of coupling a
terminal device to a CSMA/CD network via a two-wire
telephone subscriber line, comprising the steps of: coupling
a first end of the line to the network via a first modem
including a CSMA/CD interface to the network; coupling a
second end of the line to the terminal device via a second
modem including an interface to the terminal device; com-
municating information packets downstream from the net-
work to the terminal device via the CSMA/CD interface,
first modem, line, second modem, and terminal device
interface; communicating control information downstream
from the first modem to the second modem; and communi-
cating information packets upstream from the terminal
device to the network via the terminal device interface,
second modem, line, first modem, and CSMA/CD interface
under control of the control information at times to avoid
interference with the information packets and control infor-
mation communicated downstream.

A further aspect of the invention provides a network
access arrangement for providing communications with a
CSMA/CD path via a communications path, comprising: a
first unit for coupling a first end of the communications path
to the CSMA/CD path, the first unit comprising a CSMA/
CD interface for connection to the CSMA/CD path, a buffer
for buffering information packets supplied from the CSMA/
CD path via the CSMA/CD interface for supply to the
communications path, a buffer for buffering information
packets received from the communications path for supply
to the CSMA/CD path via the CSMA/CD interface, and a
control unit; and a second unit for connection to a second
end of the communications path, the second unit comprising
a buffer for buffering information packets received via the
communications path, a buffer for buffering information
packets to be supplied to the communications path, and a
control unit; wherein the control units of the first and second
units are arranged to exchange control information via the
communications path for communicating information pack-
ets bidirectionally via the communications path between the
buffers of the first and second units in a half duplex manner.

Conveniently the first and second units comprise modems
for communicating the information packets and control
information as modulated signals via the communications
path. Preferably the modems of the first and second units are
arranged to produce the modulated signals at frequencies
greater than telephone signal frequencies, and each of the
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first and second units includes a frequency diplexer via
which the units are coupled to the communications path, the
diplexers having further connections for telephone equip-
ment for simultaneous communications of telephone signals
via the communications path.

The invention further provides a modem for communi-
cating information packets of Ethernet frames via a two-wire
line, comprising: a control unit; an interface for supplying
and receiving information packets of Ethernet frames; a first
buffer for receiving and buffering information packets from
the interface; a modulator responsive to the control unit for
supplying modulated signals comprising information pack-
ets from the first buffer to a two-wire line; a demodulator for
demodulating modulated signals received via the two-wire
line to produce demodulated signals; and a second buffer for
receiving and buffering information packets contained in the
demodulated signals for supply to the interface; wherein the
control unit is arranged to produce or respond to control
information in the modulated signals on the two-wire line to
control the modulator to supply modulated signals to the
two-wire line only at times when modulated signals are not
being received via the two-wire line.

The interface can comprise a CSMA/CD interface to a
CSMA/CD path, or it can comprise a direct interface to a
terminal device.

The control unit can be arranged to produce said control
information for said modulated signals on a plurality of
two-wire lines, the modem comprising respective first and
second buffers for buffering information packets in respect
of each of the plurality of lines, the modem further com-
prising a demultiplexer controlled by the control unit to
couple any of the plurality of two-wire lines to the
demodulator, and a multiplexer controlled by the control
unit to couple the modulator to any of the plurality of
two-wire lines.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention will be further understood from the fol-
lowing description with reference to the accompanying
drawings, in which:

FIG. 1 schematically illustrates a known Network access
arrangement,

FIG. 2 illustrates the known format of an Ethernet frame;

FIG. 3 schematically illustrates a Network access arrange-
ment in accordance with an embodiment of this invention;

FIG. 4 schematically illustrates a Network access
arrangement, providing for simultaneous telephone
communications, in accordance with another embodiment of
this invention;

FIG. 5 schematically illustrates a diplexer used in the
arrangement of FIG. 4;

FIG. 6 shows a graph illustrating frequency characteris-
tics related to the arrangement of FIG. 4;

FIG. 7 schematically illustrates a master modem provided
in the Network access arrangements of FIGS. 3 and 4;

FIG. 8 schematically illustrates a slave modem provided
in the Network access arrangements of FIGS. 3 and 4;

FIGS. 9 to 11 illustrate frame formats that can be used in
Network access arrangements in accordance with embodi-
ments of the invention;

FIGS. 12 to 14 are flow charts with reference to which
operation of the master and slave modems is described; and

FIG. 15, which is on the same sheet as FIG. 8, schemati-
cally illustrates a combined unit which replaces a slave
modem and Ethernet interface provided in the arrangement
of FIG. 3.
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DETAILED DESCRIPTION

FIG. 1 illustrates elements of a known arrangement for
access from a subscriber to the Network 10 via a conven-
tional two-wire telephone line 12. Subscriber equipment
includes a terminal device (TD) 14 which for example is
constituted by a personal computer (PC), and a modem 16
connected to the line 12 and for example providing a
maximum data rate of 28.8 kb/s. Although shown separately
from the TD 14, the modem 16 can instead be incorporated
therein. The modem 16 communicates with a modem in a
pool of dial-up modems 18 with a dialled connection which
is established in well-known manner via the PSTN 20 to
which the telephone line 12 is connected. The modems in the
modem pool 18 are connected via an Ethernet interface
(ENET I/F) 22 to a router 24 which is connected to the
Network 10 and hence can be considered to be a part of the
Network, the Network 10 generally being considered to
include all of the terminal devices connected to it.

An upper part of FIG. 1 illustrates protocols in accordance
with which the arrangement operates. TCP/IP operates at
OSI Layers 3 and 4 end-to-end throughout the entire Net-
work and access arrangement, with TCP/IP software running
on the TD 14. At the MAC layer of OSI Layer 2, commu-
nications in the access arrangement between the Ethernet
interface 22 and the TD 14 operate in accordance with a
point-to-point protocol such as PPP or SLIP, and commu-
nications between the Ethernet interface 22 and the Network
10, and within the Network 10, comprise Ethernet frames as
described below with reference to FIG. 2. These frames can
be carried in a wide variety of forms and via various physical
media, for example as the Ethernet frames themselves on a
CSMA/CD LAN, in ATM (asynchronous transfer mode)
cells, in SONET (synchronous optical network) formats, and
so on. For communications between the Network 10 and the
TD 14, the router 24 converts between the Ethernet frames
of the Network and the serial communications on the line 12
between the modems 16 and 18.

A generally similar arrangement to that of FIG. 1 is
provided in the event that the telephone line is an ISDN line,
except that the modem 16 is replaced by an ISDN terminal
adapter and communications on the line are digital at a rate
that can be 64 or 128 kby/s.

FIG. 2 illustrates the Ethernet frame at the MAC layer. It
consists of, in order, a preamble field of 7 bytes or octets (8
bits) of alternating 1s and Os starting with a 1; a start frame
delimiter (SFD) field of 1 byte having the sequence
10101011; a destination address field of 6 bytes; a source
address field of 6 bytes; a length or type field of 2 bytes
described further below; a data field of 46 to 1500 bytes, and
a frame check sequence (FCS) field of 4 bytes or octets
constituted by a CRC (cyclic redundancy check) of the data
packet constituted by the address, length or type, and data
fields. Data of less than 46 bytes in a frame is padded to the
minimum data field size of 46 bytes. In accordance with the
802.3 Standard, the length or type field represents the length
of data in the data field up to the maximum of 1500 bytes.
In accordance with the Ethernet Standard, the length or type
field is a value greater than 1500 that represents the type of
data packet, and IP data packets are identified by one specific
type value in this field. Thus the two Standards are different
but inter-operable in this respect. It follows from this format
that each frame comprises a data packet of from 60 to 1514
bytes, together with overhead (preamble, SFD, and FCS
fields) of 12 bytes.

In accordance with the CSMA/CD Standards, the bits of
each Ethernet frame are communicated using Manchester
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coding (a 1 bit is encoded as a 01 sequence, and a O bit is
encoded as a 10 sequence, in each case with a transition in
the middle of the bit period) at a predetermined data rate
which is typically 10 Mb/s. Any terminal device connected
to a CSMA/CD LAN can transmit a frame to the LAN
(Multiple Access) in accordance with a contention scheme
which is summarized by the following steps:

1. Monitor the LAN (Carrier Sense).

2. When the LAN is idle, transmit.

3. While transmitting, monitor the LAN for a collision
(Collision Detection) by comparing transmitted bits
with what is received from the LAN.

4. When a collision is detected, continue transmitting for
a short period so that all TDs on the LAN detect the
collision (this is referred to as jamming). Wait a random
period of time determined by a binary exponential
back-off algorithm, then return to step 1 for retrans-
mission.

The minimum and maximum Ethernet frame size, predeter-
mined data rate, and characteristics and lengths of segments
of the LAN are inter-related in a manner that ensures
effective operation of this contention scheme. For a
10BASE-T LAN using twisted pair wiring, as explained in
the background of the invention this results in a maximum
segment length of the order of 100 meters.

The two-wire telephone line 12 in the arrangement of
FIG. 1 is constituted by twisted pair wiring, but has a length
which is invariably much greater than 100 meters. Typically
the length may be a maximum of about 5500 meters, with an
average length for telephone lines in North America of the
order of 1700 meters. These lengths are much greater than
the approximate 100 meter maximum for a 10BASE-T
LAN, and propagation delays make it impossible for the
contention scheme outlined above to operate over such
distances of twisted pair wiring. Even if this were not the
case, signal attenuation over these distances of twisted pair
wiring would make it very difficult to provide any reliable
detection of collisions. Accordingly, it is not practical to use
CSMA/CD on the telephone line 12. Instead, the serial link
point-to-point protocols are used in conjunction with the
modems 16 and 18 as discussed above to provide Network
access, with the data rate and other limitations discussed in
the background of the invention.

FIG. 3 illustrates a Network access arrangement in accor-
dance with an embodiment of this invention which is
described first below, and also illustrates variations of this
which are described subsequently below.

In FIG. 3, a TD 14 of a subscriber is again connected to
the Network 10 via a two-wire telephone subscriber line 12
which in this arrangement, as in the arrangement of FIG. 1,
is not being used for telephone communications. The TD 14
in this arrangement is connected to the line 12 via an
Ethernet interface (ENET I/F) 30 and a modem 32. The
interface 30 is a conventional Ethernet interface which,
although shown separately from the TD 14 in FIG. 3, can be
conveniently incorporated into the TD 14 either on a plug-in
card or as a permanent part of the TD 14. The interface 30
is the same as would be provided for connecting the TD 14
directly to a CSMA/CD LAN. The modem 32 has a form for
example as described in detail below with reference to FIG.
8, and has an Ethernet interface that is connected to the
interface 30, and a two-wire line interface that is connected
to the line 12. Conveniently, the connection between the
Ethernet interface 30 and the modem 32 is a 10BASE-T
connection using twisted pair wiring. The modem 32 is
referred to below as a slave modem as explained further
below. The Ethernet interface 30 provides a Network
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address for the TD 14 as is well known. Similarly, the
Ethernet interface within the modem 32 provides this with a
Network address. Although the slave modem 32 is shown
separately from the interface 30 and the TD 14, the modem
32 can be physically combined with the Ethernet interface
30 for example as described below with reference to FIG.
15, and can be incorporated into the TD 14.

At its other end, for example at a PSTN central office
(CO) or remote terminal (RT), the two-wire telephone line
12 is connected to a modem 34 which is referred to as a
master modem and an example of which is described below
with reference to FIG. 7. The modem 34 also has a
10BASE-T Ethernet interface which provides the master
modem with a Network address. This interface is connected
via twisted pair wiring 36, an Ethernet switch 38, and a
router 40 to the rest of the Network 10 in known manner. As
is well known, functions of the switch 38 and router 40 can
be combined in a single device referred to as a brouter.

An upper part of FIG. 3 illustrates, in a similar manner to
FIG. 1, protocols in accordance with which the Network
access arrangement operates. As in the arrangement of FIG.
1, TCP/IP operates at OSI Layers 3 and 4 end-to-end
throughout the entire Network and access arrangement, with
TCP/IP software running on the TD 14. At the MAC layer,
communications within and between the Network 10, router
40, switch 38, and master modem 34 comprise Ethernet
frames as described above. Similarly, communications
between the slave modem 32 and the Ethernet interface 30
comprise Ethernet frames as described above, and the TD 14
operates in exactly the same known manner as it would if the
interface 30 were connected directly to a LAN.

Communications between the master modem 34 and the
slave modem 32 are carried out in accordance with a new
point-to-point protocol which uses collision avoidance to
communicate Ethernet frames between the modems. This
protocol is described below and for convenience is referred
to herein as ECAP (Ethernet frame Collision Avoidance
Protocol). It is observed that this protocol operates only
between the modems 32 and 34, and hence need not be
known to, and does not change the operation of, the TD 14
or the rest of the Network 10. The protocol and modems
simply serve to replace a direct (short-distance) connection
between the interface 30 and the twisted pair wiring 36 by
a remote connection via the (much greater distance) two-
wire line 12. Thus although as described here the line 12 is
a telephone subscriber line, it can be appreciated that the
same arrangement of master and slave modems operating in
accordance with this new protocol can be used to commu-
nicate Ethernet frames via any twisted pair wiring which is
too long to permit conventional 10BASE-T or similar LAN
interconnections.

FIG. 3 also illustrates a management device 42, for
example a computer, coupled to the Ethernet switch 38 for
providing operations, administrations, management, test,
and other functions relating to the communications in known
manner. In order to provide communications via multiple
lines 12 to multiple subscribers, preferably the master
modem 34 contains multiplexing functions as described
below with reference to FIG. 7, and other master modems,
one of which is illustrated in FIG. 3 and referenced 34", are
connected to the switch 38 similarly to the modem 34.

At the subscriber, one or more further arrangements of a
slave modem 32', Ethernet interface 30', and TD 14' can be
similarly connected to the same two-wire line 12 as shown
by a dashed line connection 44. Alternatively (or in
addition), and generally more desirably, as shown by a
dashed line connection 46 the 10BASE-T connection of the
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slave modem 32 can be connected to a bridge 48 of known
form, to which a plurality of TDs 14", can be connected via
their respective Ethernet interfaces (EI/Fs) in known manner
to provide a subscriber LAN. These arrangements can be
extended as desired in known manner.

It can be seen from the above description that embodi-
ments of the invention are centered on the arrangement and
functioning of the modems 32 and 34. Before describing
embodiments of these in detail, a further Network access
arrangement is described below with reference to FIG. 4.
This further arrangement illustrates that the communications
on each line 12 can comprise not only the data communi-
cations for the Network as described herein but also con-
ventional telephone communications.

Referring to FIG. 4, this illustrates the master and slave
modems 34 and 32 respectively, with 10BASE-T interfaces
to twisted pair wiring 36 and 46 respectively as described
above, coupled via a two-wire subscriber line 12 which also
serves for conventional telephone connections between a
subscriber telephone 51 and a telephone CO or RT 50
connected to the PSTN. To this end, a passive diplexer 52 is
provided at each end of the two-wire line 12, the two
diplexers 52 conveniently having the same form and being
for example as described below with reference to FIG. 5.
Thus at a head end of the line 12 the CO or RT 50 and the
master modem 34 are connected via a diplexer 52 to the line
12, and at a subscriber end of the line 12 the subscriber
telephone 51 and the slave modem 32 are connected to the
line 12 via a diplexer 52. As also shown in FIG. 4, the master
modem 34 can be multiplexed for other telephone subscriber
lines 12' to which it is similarly connected via respective
diplexers 52'. It can be appreciated that diplexers can be
similarly provided in the arrangement of FIG. 3 to permit
simultaneous telephone and Network communications.

FIG. 5 illustrates a simple form of the diplexer 52, which
comprises a d.c. and low pass filter (LPF) 54 between a
two-wire connection to the line 12 and a two-wire connec-
tion to the telephone 51 or CO or RT 50, and a d.c. isolator
and high pass filter (HPF) 56 between the two-wire connec-
tion to the line 12 and a two-wire connection to the modem
32 or 34. As illustrated in FIG. §, the LPF 54 can comprise
one or more balanced filter sections comprising series induc-
tors (which pass the telephone loop current) and shunt
capacitors, and the HPF 56 can comprise two series capaci-
tors having a capacitance such that they do not represent a
significant load to the line 12. More complicated forms of
diplexer 52 can be provided as desired.

The graph in FIG. 6 illustrates the low frequency spec-
trum 60 of analog telephony signals, and two high frequency
spectra 62 and 64 for Network communications. A desirable
response 66 for the LPF 54 of the diplexer 52 separates the
low frequency telephony signals on the two-wire line 12
from the Network communications signals on the same line
12. It can be seen from this illustration that the telephony and
Network communications signals occupy substantially dif-
ferent frequency bands and hence are easily separated by the
diplexers 52.

In FIG. 6, the spectra 62 and 64 relate to two different
signal bandwidths which can be used for the Network
communications. For example, the relatively wide band-
width spectrum 62 can correspond to a modulation method
with a symbol or clock rate of 3 MHz, and the relatively
narrower bandwidth spectrum 64 can correspond to a modu-
lation method with a symbol or clock rate of 300 kHz. Other
signal bandwidths, not shown, can be similarly provided.
The use of different bandwidths and modulation methods is
described further below.
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FIG. 7 illustrates a form of the master modem 34, includ-
ing optional but desirable multiplexing for a plurality of
two-wire lines. The master modem includes an Ethernet
interface 70 of known form providing a 10BASE-T connec-
tion to the twisted pair wiring 36 and providing (for example
from a read-only memory within the interface 70) a Network
address for the master modem. The interface 70 is connected
to a control unit 72 of the master modem, to the input of a
FIFO (first in, first out) buffer 74 for buffering downstream
Ethernet frames supplied from the Network via the wiring
36 and the interface 70, and to the output of a FIFO buffer
76 for supplying upstream Ethernet frames via the interface
70 and the wiring 36 to the Network. An output of the buffer
74 is coupled via a modulator 78 and a downstream demul-
tiplexer 80 (constituted by switches) to a respective one of
the multiplexed two-wire lines 12 via a respective isolating
transformer (TR) 82, the output of the modulator 78 pro-
viding a matched termination for the line 12. An upstream
multiplexer 84 (constituted by switches) has inputs also
coupled to the lines 12 via the transformers 82, and has an
output coupled via a high pass filter (HPF) 86 which
provides a matched termination for the respective line 12 to
which it is connected via the multiplexer 84. An output of the
HPF 86 is connected to an input of a demodulator 88 having
an output connected to an input of the buffer 76. The
transformers 82 can also provide a balun function between
the balanced lines 12 and the demultiplexer 80 and multi-
plexer 84.

The demultiplexer 80 and multiplexer 84 are addressed by
the control unit 72 via address lines 90 and 92 respectively
to provide downstream frames to and to receive upstream
frames from respective ones of the lines 12. The addresses
on the lines 90 and 92 are generally different for efficient
data flow in the downstream and upstream directions, but
they can be the same for example for loopback testing of a
slave modem 32. To provide different logical buffers for
frames in the buffers 74 and 76 associated with the respec-
tive lines 12, the buffers 74 and 76 are also addressed via the
address lines 90 and 92 respectively. A store 94 is also
addressed with the upstream multiplexer address on the lines
92 to provide to the demodulator 88 stored data, such as echo
cocfficients and signal amplitude level, relating to the
respective line 12 to facilitate fast acquisition (recognition of
the preamble of a frame) by the demodulator 88. A store 95
is similarly addressed with the downstream demultiplexer
address on the lines 90 to provide to the modulator 78 stored
data to determine a signal transmission level and possibly
frequency characteristics for the respective line 12. Infor-
mation for the stores 94 and 95 is determined, and the stores
are updated, by the control unit 72 in known manner. Control
lines 96 and 98 are provided between the control unit 72 and
the modulator 78 and demodulator 88 respectively for
communicating control information.

FIG. 8 illustrates a complementary form of a slave modem
32. The slave modem includes an Ethernet interface 100 of
known form providing a 10BASE-T connection to the
twisted pair wiring 46 and providing (for example from a
read-only memory within the interface 100) a Network
address for the slave modem. The interface 100 is connected
to a control unit 102 of the slave modem, to the input of a
FIFO buffer 104 for buffering upstream Ethernet frames
supplied from the TD via the wiring 46 and the interface
100, and to the output of a FIFO buffer 106 for supplying
downstream Ethernet frames via the interface 100 and the
wiring 46 to the TD. An output of the buffer 104 is coupled
via a modulator 108, a current generator 110, and an
isolating transformer 112 to the two-wire line 12. The
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transformer 112, which can also provide a balun function for
the balanced line 12, is also coupled via a high pass filter 114
and a demodulator 116 to an input of the buffer 106. The
current generator 110 provides a high output impedance to
avoid loading of the line 12, and the HPF 114 provides a
matched termination of the line 12, so that these can both be
connected to the line 12 without any switching. This enables
loopback testing of the line 12 from the control unit 102.
Control lines are provided between the control unit 102 and
the buffers 104 and 106, modulator 108, and demodulator
116.

It can be appreciated that, apart from the functions related
to the multiplexing and switching for a plurality of lines 12,
and the operation of the modems as described below, the
master modem 34 and the slave modem 32 are similar, and
the arrangement of the slave modem shown in FIG. 8 could
also be used as a master modem for a single line 12.

In cach of the modems 32 and 34 the modulator;
demodulator, and related functions are conveniently imple-
mented in known manner using one or more DSPs (digital
signal processors) with analog-digital conversion in known
manner. DSPs can be conveniently controlled to provide an
arbitrary number of different signal bandwidths for example
as illustrated by the spectra 62 and 64 in FIG. 6. Conve-
niently the DSPs provide a common lower frequency limit
of about 10 kHz for all of the signal bandwidths as shown
in FIG. 6, with the different bandwidths being determined by
the symbol or clock rate as described above. The particular
modulation method that is used is relatively arbitrary, but
conveniently the DSPs in the modems are programmed to
select any of a plurality of modulation methods, for example
16QAM (quadrature amplitude modulation), QPSK
(quadrature phase shift keying), and BPSK (binary phase
shift keying), providing different numbers of bits per sym-
bol. These particular methods and numbers are given only
by way of example, and other modulation methods, such as
VSB (vestigial sideband), carrierless amplitude-phase, and
DMT (discrete multi-tone) modulation, may be used instead,
numerous different numbers of bits per symbol may be used,
and the signal bandwidths may be arbitrarily defined (e.g.
with different low-frequency cut-offs) as desired.

The master and slave modems communicate Ethernet
frames downstream (from the master modem 34 to the slave
modem 32) and upstream (from the slave modem 32 to the
master modem 34) in a manner described in detail below.
Briefly, this communication involves half-duplex transmis-
sion using a collision avoidance protocol (ECAP) in which
the master modem 34 has priority and control over the slave
modem 32. Thus the master modem 34 determines when to
send information downstream via the line 12, and informs
the slave modem when it is permitted to send information
upstream via the line 12. To facilitate these communications,
the information sent via the line 12 comprises not only the
data packets of Ethernet frames for Network communica-
tions but also control packets downstream and response
packets upstream between the master and slave modems.
These packets are incorporated into ECAP frames examples
of which are described below with reference to FIGS. 9 to
11. The control units 72 and 102 in the master and slave
modems perform the necessary conversions between the
Ethernet frames and ECAP data frames, and generate and
respond to the ECAP control and response frames.

FIG. 9 illustrates an ECAP data frame which comprises
overhead information O/H, followed by an Ethernet frame in
exactly the same form as described above with reference to
FIG. 2, followed by a check sequence CHK. The O/H field
for example consists of a few bytes comprising a preamble
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and start-of-frame (SOF) indication of a suitable form for
the modulation method in use by the master and slave
modems, possibly followed by other information such as an
ECAP frame sequence number for frame identification in
known manner (e.g. for identifying frames for acknowledge-
ment or retransmission). The check sequence CHK conve-
niently comprises a CRC sequence which can be produced
in exactly the same manner as the FCS field of the Ethernet
frame, the CRC operating on all of the information in the
ECAP frame following the SOF indication up to and includ-
ing the FCS at the end of the Ethernet frame. Thus as shown
in FIG. 9 the Ethernet frame is enveloped, intact and without
any change, within the ECAP frame.

Alternatively, as illustrated in FIG. 10, the preamble and
SFD fields can be stripped from the Ethernet frame and only
the remainder of the Ethernet frame (i.e. the data packet and
FCS field) incorporated into the ECAP frame between the
overhead field O/H and the check sequence CHK. In this
case the preamble and SFD fields of the Ethernet frame are
stripped for example by the control unit of whichever of the
master and slave modems 34 and 32 is sending the frame,
and is reinserted by the control unit of the receiving one of
the modems 34 and 32 for forwarding the Ethernet frame to
the respective Ethernet interface. This reduces slightly the
amount of information to be transmitted via the line 12.
Further reductions are possible if for example the pad, used
for increasing data packets of less than 46 bytes to the
minimum data field size of an Ethernet frame, can also be
identified, stripped prior to sending the remainder of the
frame between the modems 34 and 32, and reinserted at the
receiving modem. However, it may be more desirable for the
modems 34 and 32 always to communicate the entire data
packet and FCS field of each Ethernet frame intact, to avoid
risk of corrupting the Ethernet frame contents.

Thus whereas transmission of undersized frames is not
possible in a CSMA/CD arrangement because of the nature
of the contention scheme (they are generally interpreted as
collisions), in this ECAP scheme collisions are avoided by
the protocol between the master and slave modems so that
short frames are not only permitted but can be desirable
because they reduce the amount of information that must be
communicated via the line 12.

To this end, FIG. 11 illustrates an ECAP control frame
comprising a control packet to be communicated from the
master modem 34 to the slave modem 32. The control frame
comprises an initial overhead field O/H as described above,
followed by a control packet described below, and the check
field CHK providing a CRC sequence for all of the infor-
mation in the ECAP frame following the SOF indication up
to the end of the control packet. The control packet com-
prises destination and source address fields, a length/type
field L/T, and a control field which is generally much shorter
than the minimum 46 byte data field of an Ethernet frame
and whose length is given by the contents of the field L/T.
For such a control packet the destination and source
addresses are the Network addresses of the slave modem 32
and the master modem 34, respectively.

Conversely, an ECAP response frame can have the same
form as the control frame shown in FIG. 11, except that it
contains a response field instead of the control field and the
destination and source addresses are exchanged because the
response frame is communicated from the slave modem 32
to the master modem 34.

Other ECAP frame formats can alternatively be provided
to suit particular situations; for example for convenience or
simplicity the control and response frames can have a fixed
size and can be the same size as a data frame containing a
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minimum-size data packet. In addition, although as
described here by way of example the control frames are
separate from the data frames, control information can
instead be incorporated into the ECAP data frames, desir-
ably keeping the enveloped Ethernet frame contents intact,
for example as an additional part of the overhead field O/H
or between the CRC fields FCS and CHK.

The following description of an example of the collision
avoidance protocol, with reference to FIGS. 12 to 14,
assumes for simplicity and clarity that the master modem 34
typically sends a single data frame followed by a control
frame downstream, and then waits for a response from the
slave modem 32, and that the slave modem waits for these
downstream frames and then typically sends a response
frame followed by a single data frame upstream. It also
assumes for simplicity that there is only one slave modem 32
connected to the line 12. Various modifications and exten-
sions of this protocol, for example to accommodate multiple
slave modems 32 connected to the same line 12, can be
contemplated and some variations are described later below.

FIG. 12 illustrates a downstream transmitting flow chart
for the master modem 34, and FIG. 13 illustrates an
upstream receiving flow chart for the master modem 34, the
master modem 34 being assumed here simply to alternate
between the transmitting and receiving states for communi-
cations with a single slave modem 32. As already described,
the master modem 34 can provide multiplexed operations
for a plurality of slave modems, so that in practice the
transmitting and receiving processes can take place simul-
taneously and independently in a multiplexed manner for a
plurality of slave modems. FIG. 14 illustrates a downstream
receiving and upstream transmitting flow chart for the slave
modem 32. The operations in the modems in each case take
place under the control of the respective control unit 72 or
102, and the master and slave modems differ in the manner
in which these units operate as described below.

Referring to FIG. 12, in the transmitting sequence of the
master modem 34 its control unit 72 initially determines in
a decision 120 whether the downstream buffer 74 (for the
respective line 12 and slave modem 32) is empty. If not, i.c.
if there is at least one Ethernet frame to be sent from the
buffer 74, then at a block 121 the next frame to be sent
downstream from the buffer 74 is transmitted in an ECAP
data frame as described above. At a block 122 the control
unit 72 then sends a control frame as described above, and
sets a timer for a response from the slave unit. In the event
that the buffer 74 is empty as determined in the decision 120,
then in a decision 123 the control unit 72 determines whether
or not to send a control frame, if so proceeds to the block 122
to send a control frame, and if not returns to the start of the
transmitting sequence. The decision 123 whether or not to
send a control frame may depend upon various parameters
which are monitored by the control unit 72, such as the fill
state of the upstream receiving buffer 76, the state of the
slave modem and the fill state of its upstream transmitting
buffer 104, and the time since the previous control frame
was sent to the slave modem. The contents of the control
frame can comprise, for example, a request (poll) for the
slave modem to transmit a frame of data upstream, a request
for retransmission by the slave modem of a previous frame
that has not been received correctly as determined by its
check field CHK, control information such as operating
parameters for the slave modem, and/or a request for status
information, such as the fills of the buffers 104 and 106,
from the slave modem.

Referring now to FIG. 14, at a block 140 the control unit
102 of the slave modem 32 initially waits for a frame to be



Case 1:13-cv-01857-RGA Document 36 Filed 08/25/14 Page 36 of 86 PagelD #: 504

5,912,895

15

received from the master modem 34. This waiting, and the
subsequent operation of the slave modem in response to a
received frame and operation of the master modem, ensures
that collisions on the line 12 are avoided by giving control
of the ECAP frames on the line 12 entirely to the master
modem 34. In response to receipt of a downstream frame
from the master modem 34, the control unit 102 of the slave
modem determines in a decision 141 from the field CHK
whether the frame has been received properly and, if not, at
a block 142 sets a status flag to request retransmission of the
frame and returns to the wait block 140. If the frame has
been properly received the control unit 102 proceeds to a
decision 143.

In the decision 143 the control unit 102 determines
whether or not the destination address in the received frame
is the address of the slave modem, and hence whether the
frame is a control frame or a data frame. If the frame is
determined to be a data frame, then in a block 144 the
control unit 102 sets a status flag for acknowledgement of
the frame, and in a block 145 the data frame is stored in the
buffer 106 and a return is made to the wait block 140.

If in the decision 143 the frame is determined to be a
control frame, then in a block 146 the control unit 102
generates and sends a response frame upstream to the master
modem. The contents of the response frame depend on the
nature of the received control frame and the status of the
slave modem, but for example can include status
information, an acknowledgement of the received data
frame (based on the acknowledgement status flag), a request
for retransmission of an incorrectly received frame (based
on the retransmission status flag), and buffer fills of the
buffers 104 and 106. In a decision 147, the control unit 102
then determines whether a data frame is to be sent upstream,
i.e. whether the received downstream control frame included
a retransmission request or a poll for an upstream data frame
and such a data frame is available in the upstream transmis-
sion buffer 104. If so, at a block 148 the control unit 102
sends the requested data frame from this buffer 104 upstream
to the master modem. After the block 148, or if no upstream
frame is to be sent as determined in the decision 147, a return
is made to the wait block 140.

Referring now to FIG. 13, after the downstream trans-
mitting sequence described above with reference to FIG. 12
the control unit 72 in the master modem 34 waits, as shown
by a block 130, for an upstream frame to be received or for
the timer (set at block 122) to time out. If an upstream frame
is received, then in a decision 131 the control unit 72
determines from the field CHK whether the frame has been
received properly and, if so, proceeds to a decision 132. In
the event that the timer times out in the block 130 or the
frame is incorrectly received as determined in the decision
131, then in a block 133 the control unit 72 updates a record
of the communications status of the master modem with the
slave modem. This status record contains various parameters
of the communications such as those already discussed, for
example the status of acknowledgements and retransmission
requests, buffer fills, and operating parameters of the
modems.

In the decision 132 the control unit determines, from the
destination address of the received upstream frame and in
accordance with its expectations based on the status of the
communications, whether this is a response frame (i.e. the
destination address is the address of the master modem) as
expected first from the slave modem, or a data frame for
which a poll or retransmission request has been sent to the
slave modem as described above, or whether the frame does
not have the expected form (e.g. it is a data frame when a
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response frame is expected). In the latter case the commu-
nications status is updated in the block 133, and the control
unit 72 proceeds in a manner dependent upon the updated
status. For example, from the block 133 the control unit
returns from the upstream receiving sequence of FIG. 13 to
the downstream transmitting sequence of FIG. 12, and can
send a control frame requesting retransmission of an
upstream frame for which there has been a timeout from the
block 130, a CRC error as determined in the decision 131,
or an unexpected frame as determined in the decision 132.

On receipt of an expected response frame, in a block 134
the communications status is updated accordingly, and in
dependence upon a decision 135 either a return is made to
the block 130 for a data frame expected following the
response frame (a data frame is expected if it has been
requested from the slave modem and the response frame has
not indicated that the upstream transmitting buffer 104 is
empty; the timer for the block 130 can be reset as desired)
or the receiving sequence ends if no subsequent data frame
is expected. On receipt of an expected data frame as deter-
mined in the decision 132, in a block 136 the control unit 72
sets a status flag for acknowledgement of the frame, and in
a subsequent block 137 the received data frame is stored in
the upstream receiving buffer 76 and the receiving sequence
ends. As already described above, at the end of the upstream
receiving sequence the control unit 72 of the master modem
34 returns to the start of the downstream transmitting
sequence already described.

The collision avoidance protocol as described above
provides for an approximate one-to-one ratio of downstream
and upstream Ethernet frames, and gives priority to the
master modem and the transmission of downstream frames.
This is desirable because the modem arrangement has no
control over the supply from the Network of Ethernet frames
incoming to the buffer 74, and it is desirable to avoid
overflow of this buffer which would result in a loss of data
frames. Such a data frame loss can be accommodated by the
TCP/IP operating at Layers 3 and 4 of the OSI model, but
this is preferably avoided.

The same principles apply for upstream Ethernet frames
incoming to the buffer 104 from the TD 14, but in this case
overflow of the buffer 104 can be prevented by the Ethernet
interface 100 of the slave modem 32, under the control of the
control unit 102 in the event that the buffer 104 is about to
overflow, jamming the 10BASE-T connection on the wiring
46 by transmitting a dummy signal to it. As discussed in the
introduction, jamming is a well-known process for ensuring
that a collision detected at one device on a CSMA/CD LAN
is also detected by all other devices on the LAN, but in this
case the jamming is triggered differently, by the potential
overflow of the buffer 104. The jam or artificially created
collision on the wiring 46 is detected by the TD 14 con-
nected to this wiring, and the TD backs off for subsequent
retransmission of the Ethernet frame in known manner. In
this manner, a loss of upstream data frames due to overflow
of the buffer 104 is avoided. The same situation can take
place in the event that the wiring 46 is connected to the
bridge 48 on a subscriber LAN as described with reference
to FIG. 3, but in this case either the bridge 48 must be a
learning bridge to avoid passing to the slave modem 32 via
the wiring 46 subscriber LAN frames not intended for
upstream transmission, or such a learning function must be
incorporated into the slave modem itself, otherwise jamming
of all frames on the subscriber LAN will occur when the
buffer 104 is about to overflow.

To reduce the possibility of buffer overflow, especially of
the buffer 74, the collision avoidance protocol described
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above can provide dynamic variation of the ratio of the
numbers of downstream and upstream frames, for example
in dependence upon the fills of the buffers. The buffer fills
are monitored as described above by the control unit 72,
either directly in the case of the master modem 34 or via
status information in response frames from the slave modem
32. If the fill of the buffer 74 is increasing, then the master
modem can simply send a plurality of data frames down-
stream instead of each single data frame as described above
with reference to FIG. 12, before sending the control frame
to poll the slave modem for an upstream data frame, thereby
increasing the downstream to upstream data frame ratio.
Conversely, if the buffer 74 is relatively empty and the buffer
104 is relatively full, the master modem can provide
repeated polls for single upstream data frames without
sending downstream data frames using the protocol exactly
as described above, or more desirably the ECAP control
frame poll can be arranged to indicate to the slave modem
a number of data frames that it is requested to transmit
upstream in response to particular polls, with the slave
modem responding accordingly.

It can be appreciated from the description above that the
collision avoidance protocol ensures that the modems 34 and
32 operate in a half-duplex manner for communications
between them via the line 12, with the total transmission
capacity of the line being shared, preferably dynamically
dependent upon buffer fills as described above, between the
downstream and upstream directions of transmission. The
protocol can be refined, from its basic form as described
above, in various ways to maximize the efficiency with
which the total transmission capacity is used. For example,
such refinements can include provisions for sending multiple
data frames successively in either direction as described
above, concatenating or merging control and/or data frames
sent in the same direction, and advancing the timing of
downstream frame transmission from the master modem in
view of the loop delay on the line 12 (which can be measured
in known manner by the master modem) and the knowledge
in the master modem control unit 72 of what upstream
frames are expected from the slave modem.

This total transmission capacity on the line 12 can also be
varied dynamically by the master modem 34 in dependence
upon monitored operating conditions, as explained further
below.

As described above, the modulation and demodulation
functions in the master and slave modems are desirably
implemented using DSPs. A clock rate of the DSPs can be
changed to vary the signal bandwidth as shown by the two
different spectra 62 and 64 in FIG. 6. A high clock rate
provides a corresponding large bandwidth, for example as
shown by the spectrum 62 in FIG. 6, providing a high
symbol transmission rate on the line 12 between the modems
34 and 32. However, this involves greater susceptibility to
noise (a large noise bandwidth) and greater signal attenua-
tion (which is dependent on frequency). Conversely, a lower
clock rate provides a smaller bandwidth, for example as
shown by the spectrum 64 in FIG. 6, providing a lower
symbol transmission rate on the line 12 with less suscepti-
bility to noise and less signal attenuation. Considered
generally, higher symbol rates on the line 12 produce greater
total transmission capacity and greater error rates, resulting
in frames having to be retransmitted.

As also described above, the control unit 72 in the master
modem 34 determines from the check field CHK of each
received upstream frame whether the frame has been
received correctly, and can monitor a proportion of correct
upstream frames received. The control unit 72 can similarly
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monitor a proportion of correct downstream frames received
by the slave modem 32 from information similarly available
in the control unit 102 of the slave modem and communi-
cated to the control unit 72 via the response frames. From
such ongoing monitoring, the control unit 72 can determine
dynamically whether the clock rate in current use for the
DSPs is appropriate or should desirably be increased to
increase the total transmission capacity on the line 12 or
decreased to decrease the proportion of frames received in
error. This can be determined either independently or in
common for the upstream and downstream directions of
transmission.

For example, if the control unit determines that a high
proportion, more than an upper threshold value of for
example 95 to 99%, of frames are received correctly, then it
can decide to increase the DSP clock rate and hence the total
transmission capacity. To this end it generates a control
frame which is sent from the master modem to the slave
modem instructing the slave modem to adopt a new, higher,
clock rate for future frames, the slave modem responds
accordingly, and the master modem switches its own clock
rate. Conversely, if the control unit determines that a low
proportion, less than a lower threshold value of for example
50 to 75%, of frames are received correctly, then it can
decide to decrease the DSP clock rate to reduce errors. To
this end it generates a control frame which is sent from the
master modem to the slave modem instructing the slave
modem to adopt a new, lower, clock rate for future frames,
the slave modem responds accordingly, and the master
modem switches its own clock rate. It can be appreciated
that the threshold levels can be determined to provide a
desired hysteresis for changing the clock rate, and that they
may be adaptively adjusted by the control unit 72 in depen-
dence upon the results of previous changes in clock rate.

The total transmission capacity is determined not only by
the symbol transmission rate on the line 12 but also by the
number of bits per symbol, and hence by the modulation
method that is used. As described above, the modem DSPs
can provide any of a plurality of modulation methods, such
as 16QAM, QPSK, and BPSK providing respectively 4 bits,
2 bits, and 1 bit per transmitted symbol. In a similar manner
to that described above for dynamically varying the symbol
transmission rate, the control unit 72 can also or instead
dynamically vary the modulation method. A determination
as to whether to change the symbol transmission rate and/or
the modulation method can be made by the control unit 72
in dependence upon various parameters such as the current
symbol transmission rate and modulation method, a history
of these operating parameters, the error rate, and monitored
characteristics of the line 12 such as delay, signal levels, and
echo parameters.

In any event, the dynamic variations discussed above
enable the control unit 72 in the master modem 34 to
determine and use, at any particular time for any particular
line 12 to which it is connected, a clock rate and modulation
method to provide an optimal total transmission capacity on
that line. It can be appreciated that this optimal capacity may
well include a certain proportion of frames that are in error
and must be retransmitted, and that this is accommodated by
the collision avoidance protocol as already described above.

The total transmission capacity can vary over an
extremely wide range. For example, for a short line 12 and
under good conditions, the modulation method may be
16QAM and the clock rate 3 MHz to provide a total
transmission capacity of the order of the 10BASE-T bit rate
of 10 Mb/s. Conversely, for a long line 12 (it is observed
here that the line 12 must be unloaded to permit communi-
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cation of signals at frequencies above the voice-band) and in
poor conditions (e.g. in the presence of noise and crosstalk)
the modulation method may be BPSK and the clock rate may
be reduced to for example 30 kHz, thereby providing a total
transmission capacity of about 25 kb/s (at for example 0.85
bits per Hertz to allow for excess bandwidth of the modem
filters). However, it is noted that even this total transmission
capacity is commensurate with the maximum bit rates of
dial-up modems currently used to provide Network connec-
tions via conventional two-wire telephone lines. In practice,
the total transmission capacity provided will be between
these extremes, and will generally be substantially more
than can be provided by currently used dial-up modems or
on ISDN telephone lines.

It is also noted that the master modem 34 can be arranged
to fall back to known modem communications methods in
the event that it does not receive any ECAP response frames
from a slave modem, so that the same master modem can
operate alternatively with slave modems as described above
or with conventional modems.

In use of the network access arrangement and protocol as
described above, the master and slave modems and the line
12 simply serve to communicate Ethernet frames in both
directions transparently between the wiring 36 and 46.
Accordingly, the subscriber is provided with a Network
connection without any dialling process, and hence without
involving a telephone connection via the PSTN, in the same
way (as seen by the Network and by the subscriber) as if the
wiring 36 and 46 were directly interconnected. As described
above, this Network connection is established in a manner
that is dynamically variable to provide an optimum total
transmission capacity, which can be shared in a dynamically
variable and optimized ratio of upstream to downstream data
frames, for any prevailing conditions such as the character-
istics of the line 12 and noise and crosstalk levels. For short
lines 12, the total transmission capacity is comparable with
the bit rate of 10BASE-T LANS, so that there is no inherent
deterioration of performance for communication of Ethernet
frames. In addition, it is observed that because the frames on
the line 12 are communicated in burst mode, there is
statistically less energy on the line than would be the case for
continuous data transmission on the same line, so that
crosstalk with other lines in the same cable is reduced.
Furthermore, the same line 12 can simultaneously carry
conventional telephone signals, so that provision of the
network access arrangement to a telephone subscriber does
not necessitate the provision of an additional or separate
telephone line.

Thus the use of the network access arrangement from a
TD 14 is substantially the same as if the TD 14 were
connected directly via an Ethernet interface to the Ethernet
switch 38. The TD 14 runs conventional software which, for
initial access to the Network, in known manner sends
information packets in Ethernet frames upstream, these
packets containing for example the Network address of the
management device 42 as the destination address and the
Network address of the TD 14 as the source address. The
packets are routed via the Ethernet switch 38 in known
manner to the device 42, and the switch 38 stores the address
of the TD 14 for subsequent direction of Ethernet frames
addressed to this address to this TD. In known manner, the
device 42 either recognizes the source address of the TD 14
and provides a welcome message, or does not recognize it
and initiates a registration process, and communications
continue in known manner except that they take place via the
modems 34 and 32 and line 12 instead of via a direct
connection as is known.
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In the embodiments described in detail above and as
illustrated in FIG. 3 the slave modem 32 is separate from the
Ethernet interface 30 connected to the TD 14 and includes
its own Ethernet interface and Network address. While this
is convenient in the case that the slave modem is connected
to a subscriber LAN via the wiring 46, it can be superfluous
or undesirable in the event that the slave modem 32 is
connected to only a single TD 14, especially if the slave
modem 32 and Ethernet interface 30 are merged together
into a combined unit that may be incorporated into the TD
14 as would be desirable for example for an entertainment
device. Even in the case of a subscriber LAN, the bridge 48
can be considered as a terminal device in which the slave
modem 32 could be incorporated.

It can be seen, therefore, that the manner in which the
slave modem 32 is ultimately connected to the TD 14 is
relatively arbitrary as far as this invention is concerned, it
only being necessary that the information be converted or
translated between the Ethernet frames to and from the
buffers 104 and 106 of the slave modem and whatever form
is required for the connection to the TD 14 (for example, a
PCM/CIA interface of known form), and that a Network
address identify the TD, translator, and/or slave modem.
Desirably, the slave modem 32 and the Ethernet interface 30
are merged into a combined unit, which can have a form for
example as illustrated in FIG. 185.

Referring to FIG. 15, the combined unit has a similar form
and operation to the slave modem 32 as described above
with reference to FIG. 8, and the same reference numerals
are used to denote similar parts, except that the Ethernet
interface 100 and wiring 46 of the slave modem of FIG. §,
as well as the Ethernet interface 30 of FIG. 3, are replaced
by a data translator 150. The translator 150 has an interface
152 to the control unit 102 and buffers 104 and 106, and an
interface 154 to the TD 14, which are arranged and operate
in the same manner as the corresponding parts of the known
Ethernet interfaces 100 and 30 discussed above. Between
these interfaces 152 and 154, the unit 150 includes a
minimized subset of the known circuits and functions of the
Ethernet interfaces 100 and 30 necessary to translate data
between the TD interface 154 and the Ethernet frame buffers
104 and 106, and to provide a single Network address. This
avoids the disadvantage of needing two Network addresses
for the slave modem 32 and the Ethernet interface 30
respectively as in the embodiments of the invention
described above, but makes it necessary to distinguish
between ECAP control frames for the control unit 102 and
ECAP data frames enveloping Ethernet frames containing
data for the TD 14.

Where the control frames and data frames are separate
ECAP frames, this distinction can conveniently be provided
by using the L/T field of the Ethernet frame. For an ECAP
control frame, the L/T field can contain a pre-assigned (and
otherwise unused) type having a value greater than the
maximum value of 1500 for an Ethernet frame, which is
recognized by the control unit 102 so that the control frame
is not forwarded to the translator 150. Alternatively, or in
addition, as described above ECAP control information can
be appended to Ethernet frames, for example in the overhead
field O/H or between the FCS field of the enveloped Ethernet
frame and the check field CHK of the ECAP frame. In either
case the control information can be of a fixed size or it can
include its own length field to indicate its size. The L/T field
of the enveloped Ethernet frame is not changed, to avoid any
risk of corrupting the Ethernet frame.

Although particular embodiments of the invention and
various modifications have been described in detail, it
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should be appreciated that numerous other modifications,
variations, and adaptations may be made without departing
from the scope of the invention as defined in the claims.

What is claimed is:

1. A method of providing communications with a CSMA/
CD (Carrier Sense Multiple Access with Collision
Detection) network via a bidirectional communications path,
comprising the steps of:

at a first end of the communications path, providing a

CSMA/CD interface to the network, buffering infor-
mation packets received from the network via the
interface in a first buffer, supplying information packets
from the first buffer to the communications path, and
supplying control information to the communications
path;

at a second end of the communications path, buffering

information packets received via the communications
path in a second buffer, receiving the control informa-
tion from the communications path, buffering informa-
tion packets to be supplied via the communications
path to the network in a third buffer, and supplying
information packets from the third buffer to the com-
munications path in dependence upon the control infor-
mation; and

at the first end of the communications path, supplying

information packets received via the communications
path to a fourth buffer, and supplying the information
packets from the fourth buffer to the network via the
interface;

wherein the control information and the dependence on

the control information for supplying information
packets from the third buffer to the communications
path are arranged to avoid collisions on the communi-
cations path between information packets communi-
cated from the first buffer to the second buffer and
information packets communicated from the third
buffer to the fourth buffer.

2. Amethod as claimed in claim 1 and further comprising
the steps of monitoring fills of at least some of the buffers,
and varying a ratio of information packets communicated
from the first buffer to the second buffer to information
packets communicated from the third buffer to the fourth
buffer in dependence upon the monitored fills.

3. A method as claimed in claim 1 wherein the steps of
supplying information packets from the first buffer to the
communications path and supplying information packets
from the third buffer to the communications path comprise
enveloping information packets in information frames, the
information frames also comprising error check fields for
error checking of at least the enveloped information packets.

4. A method as claimed in claim 3 wherein the step of
supplying control information to the communications path
comprises including control information in at least some of
the information frames.

5. A method as claimed in claim 3 wherein the step of
supplying control information to the communications path
comprises communicating further frames, each further
frame comprising control information and an error check
field for error checking of at least the control information.

6. A method as claimed in claim 1 wherein each infor-
mation packet communicated via the communications path
comprises at least address, length, and data fields of an
Ethernet frame communicated via the CSMA/CD interface.

7. A method as claimed in claim 6 wherein each infor-
mation packet communicated via the communications path
further comprises a frame check sequence of the respective
Ethernet frame communicated via the CSMA/CD interface.
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8. A method as claimed in claim 7 wherein each infor-
mation packet communicated via the communications path
further comprises a preamble and start frame delimiter of an
Ethernet frame.

9. A method as claimed in claim 1 wherein the informa-
tion packets are communicated via the communications path
as modulated signals between modems at the first and
second ends of the communications path.

10. A method as claimed in claim 9 and further compris-
ing the steps of monitoring errors in communicating infor-
mation packets via the communications path and varying a
signal bandwidth of the modems in dependence upon the
monitored errors.

11. Amethod as claimed in claim 9 and further comprising
the steps of monitoring errors in communicating information
packets via the communications path and varying a modu-
lation method of the modems in dependence upon the
monitored errors.

12. A method as claimed in claim 9 and further compris-
ing the step of multiplexing the modem at the first end of the
communications path for communicating information pack-
ets with a plurality of modems at the second ends of a
plurality of respective communication paths.

13. A method as claimed in claim 9 wherein the commu-
nications path comprises a two-wire telephone subscriber
line and the modems communicate said information packets
via the line at frequencies greater than telephone signal
frequencies, the method further comprising the steps of:

communicating telephone signals via the line; and

at each end of the line, combining telephone signals and

information packets to be communicated via the line,
and separating telephone signals and information pack-
ets communicated via the line, using a diplexer.

14. A method as claimed in claim 13 and further com-
prising the step of multiplexing the modem at the first end
of the communications path for communicating information
packets with a plurality of modems at the second ends of a
plurality of respective telephone subscriber lines.

15. A method as claimed in claim 1 and further compris-
ing the steps of providing a second CSMA/CD interface to
a CSMA/CD path at the second end of the communications
path and communicating information packets between the
second and third buffers and the CSMA/CD path via the
second CSMA/CD interface.

16. A method as claimed in claim 15 and further com-
prising the step of jamming the CSMA/CD path from the
second CSMA/CD interface in response to filling of the third
buffer.

17. A method as claimed in claim 2 wherein the infor-
mation packets are communicated via the communications
path as modulated signals between modems at the first and
second ends of the communications path.

18. A method as claimed in claim 17 and further com-
prising the steps of monitoring errors in communicating
information packets via the communications path and vary-
ing a signal bandwidth of the modems in dependence upon
the monitored errors.

19. A method as claimed in claim 17 and further com-
prising the steps of monitoring errors in communicating
information packets via the communications path and vary-
ing a modulation method of the modems in dependence
upon the monitored errors.

20. A method as claimed in claim 17 and further com-
prising the step of multiplexing the modem at the first end
of the communications path for communicating information
packets with a plurality of modems at the second ends of a
plurality of respective communication paths.
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21. A method as claimed in claim 17 wherein the com-
munications path comprises a two-wire telephone subscriber
line and the modems communicate said information packets
via the line at frequencies greater than telephone signal
frequencies, the method further comprising the steps of:

communicating telephone signals via the line; and

at each end of the line, combining telephone signals and
information packets to be communicated via the line,
and separating telephone signals and information pack-
ets communicated via the line, using a diplexer.

22. A method as claimed in claim 21 and further com-
prising the step of multiplexing the modem at the first end
of the communications path for communicating information
packets with a plurality of modems at the second ends of a
plurality of respective telephone subscriber lines.

23. A method as claimed in claim 18 wherein the com-
munications path comprises a two-wire telephone subscriber
line and the modems communicate said information packets
via the line at frequencies greater than telephone signal
frequencies, the method further comprising the steps of:

communicating telephone signals via the line; and

at each end of the line, combining telephone signals and
information packets to be communicated via the line,
and separating telephone signals and information pack-
ets communicated via the line, using a diplexer.

24. A method as claimed in claim 23 and further com-
prising the step of multiplexing the modem at the first end
of the communications path for communicating information
packets with a plurality of modems at the second ends of a
plurality of respective telephone subscriber lines.

25. A method as claimed in claim 19 wherein the com-
munications path comprises a two-wire telephone subscriber
line and the modems communicate said information packets
via the line at frequencies greater than telephone signal
frequencies, the method further comprising the steps of:

communicating telephone signals via the line; and

at each end of the line, combining telephone signals and
information packets to be communicated via the line,
and separating telephone signals and information pack-
ets communicated via the line, using a diplexer.

26. A method as claimed in claim 25 and further com-
prising the step of multiplexing the modem at the first end
of the communications path for communicating information
packets with a plurality of modems at the second ends of a
plurality of respective telephone subscriber lines.

27. A method as claimed in claim 2 and further compris-
ing the steps of providing a second CSMA/CD interface to
a CSMA/CD path at the second end of the communications
path and communicating information packets between the
second and third buffers and the CSMA/CD path via the
second CSMA/CD interface.

28. A method as claimed in claim 3 and further compris-
ing the steps of providing a second CSMA/CD interface to
a CSMA/CD path at the second end of the communications
path and communicating information packets between the
second and third buffers and the CSMA/CD path via the
second CSMA/CD interface.

29. A method as claimed in claim 4 and further compris-
ing the steps of providing a second CSMA/CD interface to
a CSMA/CD path at the second end of the communications
path and communicating information packets between the
second and third buffers and the CSMA/CD path via the
second CSMA/CD interface.

30. A method as claimed in claim 5 and further compris-
ing the steps of providing a second CSMA/CD interface to
a CSMA/CD path at the second end of the communications
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path and communicating information packets between the
second and third buffers and the CSMA/CD path via the
second CSMA/CD interface.

31. A method as claimed in claim 6 and further compris-
ing the steps of providing a second CSMA/CD interface to
a CSMA/CD path at the second end of the communications
path and communicating information packets between the
second and third buffers and the CSMA/CD path via the
second CSMA/CD interface.

32. A method as claimed in claim 7 and further compris-
ing the steps of providing a second CSMA/CD interface to
a CSMA/CD path at the second end of the communications
path and communicating information packets between the
second and third buffers and the CSMA/CD path via the
second CSMA/CD interface.

33. A method as claimed in claim 8 and further compris-
ing the steps of providing a second CSMA/CD interface to
a CSMA/CD path at the second end of the communications
path and communicating information packets between the
second and third buffers and the CSMA/CD path via the
second CSMA/CD interface.

34. A method as claimed in claim 9 and further compris-
ing the steps of providing a second CSMA/CD interface to
a CSMA/CD path at the second end of the communications
path and communicating information packets between the
second and third buffers and the CSMA/CD path via the
second CSMA/CD interface.

35. A method as claimed in claim 10 and further com-
prising the steps of providing a second CSMA/CD interface
to a CSMA/CD path at the second end of the communica-
tions path and communicating information packets between
the second and third buffers and the CSMA/CD path via the
second CSMA/CD interface.

36. A method as claimed in claim 11 and further com-
prising the steps of providing a second CSMA/CD interface
to a CSMA/CD path at the second end of the communica-
tions path and communicating information packets between
the second and third buffers and the CSMA/CD path via the
second CSMA/CD interface.

37. A method as claimed in claim 12 and further com-
prising the steps of providing a second CSMA/CD interface
to a CSMA/CD path at the second end of the communica-
tions path and communicating information packets between
the second and third buffers and the CSMA/CD path via the
second CSMA/CD interface.

38. A method as claimed in claim 13 and further com-
prising the steps of providing a second CSMA/CD interface
to a CSMA/CD path at the second end of the communica-
tions path and communicating information packets between
the second and third buffers and the CSMA/CD path via the
second CSMA/CD interface.

39. A method as claimed in claim 14 and further com-
prising the steps of providing a second CSMA/CD interface
to a CSMA/CD path at the second end of the communica-
tions path and communicating information packets between
the second and third buffers and the CSMA/CD path via the
second CSMA/CD interface.

40. A method as claimed in claim 17 and further com-
prising the steps of providing a second CSMA/CD interface
to a CSMA/CD path at the second end of the communica-
tions path and communicating information packets between
the second and third buffers and the CSMA/CD path via the
second CSMA/CD interface.

41. A method as claimed in claim 21 and further com-
prising the steps of providing a second CSMA/CD interface
to a CSMA/CD path at the second end of the communica-
tions path and communicating information packets between



Case 1:13-cv-01857-RGA Document 36 Filed 08/25/14 Page 41 of 86 PagelD #: 509

5,912,895

25
the second and third buffers and the CSMA/CD path via the
second CSMA/CD interface.

42. A method of coupling a terminal device to a CSMA/
CD (Carrier Sense Multiple Access with Collision
Detection) network via a two-wire telephone subscriber line,
comprising the steps of:

coupling a first end of the line to the network via a first
modem including a CSMA/CD interface to the net-
work;

coupling a second end of the line to the terminal device
via a second modem including an interface to the
terminal device;

communicating information packets downstream from the
network to the terminal device via the CSMA/CD
interface, first modem, line, second modem, and ter-
minal device interface;

communicating control information downstream from the
first modem to the second modem; and

communicating information packets upstream from the
terminal device to the network via the terminal device
interface, second modem, line, first modem, and
CSMA/CD interface under control of the control infor-
mation at times to avoid interference with the informa-
tion packets and control information communicated
downstream.

43. Amethod as claimed in claim 42 wherein the modems
communicate via the line at frequencies greater than tele-
phone signal frequencies and the method further comprises
the step of frequency diplexing telephone signals and
modem communications on the line.

44. A method as claimed in claim 42 and further com-
prising the step of multiplexing the first modem for com-
munications with a plurality of second modems via respec-
tive telephone subscriber lines.

45. A method as claimed in claim 42 and further com-
prising the steps of monitoring errors in communicating
information packets between the first and second modems
and varying a signal bandwidth of the modems in depen-
dence upon monitored errors.

46. A method as claimed in claim 42 and further com-
prising the steps of monitoring errors in communicating
information packets between the first and second modems
and varying a modulation method of the modems in depen-
dence upon monitored errors.

47. A method as claimed in claim 42 and further com-
prising the steps of buffering information packets in infor-
mation packet buffers at the first and second modems,
monitoring fills of the information packet buffers, and vary-
ing a ratio of information packets communicated down-
stream to information packets communicated upstream in
dependence upon the monitored fills.

48. A network access arrangement for providing commu-
nications with a CSMA/CD (Carrier Sense Multiple Access
with Collision Detection) path via a communications path,
comprising:

a first unit for coupling a first end of the communications
path to the CSMA/CD path, the first unit comprising a
CSMA/CD interface for connection to the CSMA/CD
path, a buffer for buffering information packets sup-
plied from the CSMA/CD path via the CSMA/CD
interface for supply to the communications path, a
buffer for buffering information packets received from
the communications path for supply to the CSMA/CD
path via the CSMA/CD interface, and a control unit;
and

a second unit for connection to a second end of the
communications path, the second unit comprising a
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buffer for buffering information packets received via
the communications path, a buffer for buffering infor-
mation packets to be supplied to the communications
path, and a control unit;

wherein the control units of the first and second units are

arranged to exchange control information via the com-
munications path for communicating information pack-
ets bidirectionally via the communications path
between the buffers of the first and second units in a
half duplex manner.

49. A network access arrangement as claimed in claim 48
wherein the first and second units comprise modems for
communicating the information packets and control infor-
mation as modulated signals via the communications path.

50. A network access arrangement as claimed in claim 49
wherein the modems of the first and second units are
arranged to produce the modulated signals at frequencies
greater than telephone signal frequencies, and each of the
first and second units includes a frequency diplexer via
which the units are coupled to the communications path, the
diplexers having further connections for telephone equip-
ment for simultaneous communications of telephone signals
via the communications path.

51. A network access arrangement as claimed in claim 48
wherein the first unit comprises respective buffers for a
plurality of communications paths and further comprises a
multiplexer and demultiplexer for multiplexed connections
of the CSMA/CD interface via respective buffers to respec-
tive communications paths.

52. A network access arrangement as claimed in claim 48
wherein the second unit comprises a CSMA/CD interface
for coupling information packets between the buffers of the
second unit and a CSMA/CD path at the second end of the
communications path.

53. A network access arrangement as claimed in claim 49
wherein the second unit comprises a CSMA/CD interface
for coupling information packets between the buffers of the
second unit and a CSMA/CD path at the second end of the
communications path.

54. A network access arrangement as claimed in claim 50
wherein the first unit comprises respective buffers for a
plurality of communications paths and further comprises a
multiplexer and demultiplexer for multiplexed connections
of the CSMA/CD interface via respective buffers to respec-
tive communications paths.

55. A network access arrangement as claimed in claim 54
wherein the second unit comprises a CSMA/CD interface
for coupling information packets between the buffers of the
second unit and a CSMA/CD path at the second end of the
communications path.

56. A modem for communicating information packets of
Ethernet frames via a two-wire line, comprising:

a control unit;

an interface for supplying and receiving information
packets of Ethernet frames;

a first buffer for receiving and buffering information
packets from the interface;

a modulator responsive to the control unit for supplying
modulated signals comprising information packets
from the first buffer to a two-wire line;

a demodulator for demodulating modulated signals
received via the two-wire line to produce demodulated
signals; and

a second buffer for receiving and buffering information
packets contained in the demodulated signals for-
supply to the interface;
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wherein the control unit is arranged to produce or respond
to control information in the modulated signals on the
two-wire line to control the modulator to supply modu-
lated signals to the two-wire line only at times when
modulated signals are not being received via the two-
wire line.

57. Amodem as claimed in claim 56 wherein the interface
comprises a CSMA/CD (Carrier Sense Multiple Access with
Collision Detection) interface to a CSMA/CD path.

58. A modem as claimed in claim 56 wherein the modu-
lator supplies, and the demodulator demodulates, said modu-
lated signals at frequencies greater than telephone signal
frequencies, and further comprising a frequency diplexer for
coupling the modulated signals to and from the two-wire
line and having a two-wire connection for telephone equip-
ment for simultaneously coupling telephone signals to and
from the two-wire line.

59. A modem as claimed in claim 56 and further com-
prising a high pass filter for coupling the two-wire line to the
demodulator, the high pass filter providing a matched ter-
mination for the two-wire line.

60. A modem as claimed in claim 59 and further com-
prising a current generator for coupling the modulator to the
two-wire line.

61. A modem as claimed in claim 56 wherein the control
unit is arranged to produce said control information for said
modulated signals on a plurality of two-wire lines, the
modem comprising respective first and second buffers for
buffering information packets in respect of each of the
plurality of lines, the modem further comprising a multi-
plexer controlled by the control unit to couple any of the
plurality of two-wire lines to the demodulator, and a demul-
tiplexer controlled by the control unit to couple the modu-
lator to any of the plurality of two-wire lines.

62. Amodem as claimed in claim 61 and including a store
controlled by the control unit for storing and supplying to the
modulator or demodulator information relating to modula-
tion or demodulation, respectively, characteristics for each
of the plurality of two-wire lines.

63. A modem as claimed in claim 61 wherein the modu-
lator supplies, and the demodulator demodulates, said modu-
lated signals at frequencies greater than telephone signal
frequencies, and further comprising a frequency diplexer for
coupling the modulated signals to and from the two-wire
line and having a two-wire connection for telephone equip-
ment for simultaneously coupling telephone signals to and
from the two-wire line.
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64. Amodem as claimed in claim 63 wherein the interface
comprises a CSMA/CD (Carrier Sense Multiple Access with
Collision Detection) interface to a CSMA/CD path.

65. Amodem as claimed in claim 61 wherein the interface
comprises a CSMA/CD (Carrier Sense Multiple Access with
Collision Detection) interface to a CSMA/CD path.

66. A method as claimed in claim 47 wherein the modems
communicate via the line at frequencies greater than tele-
phone signal frequencies and the method further comprises
the step of frequency diplexing telephone signals and
modem communications on the line.

67. A method as claimed in claim 47 and further com-
prising the step of multiplexing the first modem for com-
munications with a plurality of second modems.

68. A method as claimed in claim 47 and further com-
prising the steps of monitoring errors in communicating
information packets between the first and second modems
and varying a signal bandwidth of the modems in depen-
dence upon monitored errors.

69. A method as claimed in claim 47 and further com-
prising the steps of monitoring errors in communicating
information packets between the first and second modems
and varying a modulation method of the modems in depen-
dence upon monitored errors.

70. A modem as claimed in claim 58 wherein the interface
comprises a CSMA/CD (Carrier Sense Multiple Access with
Collision Detection) interface to a CSMA/CD path.

71. A modem for coupling a device to a two-wire line for
providing packetized communications for the device via the
line, the modem comprising:

an interface for coupling to the device;

a controller;

a demodulator for receiving, from the line and for
demodulating downstream modulated signals compris-
ing control signals for the controller and information
packets for supply via the interface to the device;

a buffer for buffering information packets received from
the device via the interface; and

a modulator for receiving information packets from the
buffer for producing and supplying upstream modu-
lated signals to the line, the controller being responsive
to the demodulated control signals for controlling the
modulator so that the upstream modulated signals are
timed to avoid interference with the downstream modu-
lated signals.
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INFORMATION NETWORK ACCESS
APPARATUS AND METHODS FOR
COMMUNICATING INFORMATION
PACKETS VIA TELEPHONE LINES

This application is a continuation of Application No.
08/640,705 filed May 1, 1996, now U.S. Pat. No, 5,912,895.

This is a continuation of U.S. patent application Ser. No.
08/640,705 filed May 1, 1996 in the names of J. B. Terry et
al. entitled “Information Network Access Apparatus And
Methods For Communicating Information Packets Via Tele-
phone Lines”, pending, the entire disclosure of which is
hereby incorporated herein by reference.

This invention relates to information network access, and
is particularly concerned with apparatus and methods for
communicating information packets, generally referred to as
Ethernet frames, via two-wire lines such as telephone sub-
scriber lines.

BACKGROUND OF THE INVENTION

Computers and related devices are increasingly being
connected into networks for communications between the
devices. Typically, the networks comprise LANs (local area
networks) which provide communications among devices
within a relatively small geographical area, different LANs
being interconnected via MANs (metropolitan area
networks) and WANs (wide area networks). This has
resulted in a global computer information network which is
generally known as the Internet. The term “Network™ is used
herein to refer generically to this global computer informa-
tion network and to any other network of computers and
related devices.

Different technologies can be used to facilitate commu-
nications on any LAN and throughout the Network, the most
common being Carrier Sense Multiple Access with Collision
Detection (CSMA/CD) technology. This is documented in
IEEE Standard 802.3 entitled “Carrier Sense Multiple
Access with Collision Detection (CSMA/CD) Access
Method and Physical Layer Specifications” which has been
adopted by the International Organization for Standardiza-
tion (ISO). The 802.3 Standard is based on the 1985 Version
2 Standard for Ethernet and, although there are some dif-
ferences including different use of a length/type field, the
two Standards are largely interchangeable and can be con-
sidered equivalent as far as this invention is concerned. The
term “CSMA/CD” is used herein to refer generically to this
technology. Using CSMA/CD, packets of data are commu-
nicated in frames that are generally referred to as Ethernet
frames. This term is also used herein, regardless of whether
the frames comply with the 802.3 Standard or the Ethernet
Standard (i.e. regardless of the value contained in the
length/type field of the frame).

The OSI (Open Systems Interconnection) reference
model established by the ISO defines packetized communi-
cations protocols in seven layers, of which Layer 1 is the
physical layer which is concerned with the physical inter-
faces between devices and the communications medium,
and Layer 2 is the data link layer which is concerned with
sending and receiving blocks of data together with informa-
tion for example for synchronization and error and flow
control. For LANSs, the data link layer is generally consid-
ered as comprising two sub-layers, referred to as the LLC
(logical link control) layer and the MAC (medium access
control) layer. The LLC layer (Layer 2) is addressed by
IEEE Standard 802.2. The CSMA/CD Standards address
communications at the MAC and physical layers (Layers 2
and 1).

10

15

20

25

30

35

40

45

50

55

60

65

2

A particularly convenient and popular physical medium
for LAN communications is twisted pair wiring as is com-
monly used for telephone communications. Such wiring
typically consists of 0.4 mm to 0.6 mm diameter (26 AWG
to 22 AWG) unshielded wires twisted together in pairs in a
multipair cable. For example, one of the options for the
physical layer documented for CSMA/CD is referred to as
10BASE-T and provides baseband communications at a data
rate of 10 Mby/s over twisted pair wiring. The performance
specifications are generally met by up to 100 m (meters) of
0.5 mm telephone twisted pair wire without the use of a
repeater. Longer wiring lengths are permitted as long as the
performance specifications, in particular a maximum delay,
are met.

Accordingly, devices that are located relatively close to
one another, for example within a building, can be relatively
easily connected in a LAN using twisted pair wiring. For
CSMA/CD communications via the LAN and for access to
the Network, each device is easily equipped with an Ethernet
interface card, which is connected via a respective twisted
pair of wires to a repeater or CSMA/CD hub, and with
TCP/IP (Transmission Control Protocol/Internet Protocol)
software that handles the packetized communications at
Layers 3 and 4 of the OSI model (Network and Transport
Layers, respectively).

Increasingly, access to the Network is required from
devices that are relatively distant from existing Network
facilities. For example, such devices may be located within
residences and small businesses, and they may be isolated
computers or they may be connected in a LAN that is not
connected to the rest of the Network. Such devices may for
example comprise general-purpose computers or specific-
purpose devices such as a Network browser, game machine,
and/or entertainment device, and may also comprise related
and/or ancillary equipment such as workstations, printers,
scanners, bridges, routers, etc. that it may be desired to
connect to the Network. The generic term “terminal device”
and its abbreviation “TD” is used below to embrace all such
devices.

It is known to provide for access to the Network from a
relatively distant terminal device, or TD, via a communica-
tions path between a router on the Network and the distant
TD, the communications path typically being constituted by
a telephone line.

A simple form of such a communications path is a serial
link comprising modem communications via a conventional
two-wire telephone line. At Layers 1 and 2 of the OSI model
the CSMA/CD communication, which can not be used on
the serial link because of its length and characteristics, is
replaced for the communication with each distant TD by
modem communications via the respective telephone line
and a point-to-point protocol, such as PPP (Point to Point
Protocol) or SLIP (Serial Link Internet Protocol). Currently,
modem communications generally provide a maximum data
rate of 28.8 kb/s, and may typically operate in practice at
lower, fall-back, data rates such as 19.2 or 14.4 kb/s. Such
data rates are increasingly insufficient to meet demands
imposed on communications for Network access, in particu-
lar for rapid downloading of relatively large amounts of
data, e.g. for graphics. In addition, use of such modem
communications prevents simultaneous use of the telephone
line for telephone communications. Furthermore, such a
communications path is set up as a dialled connection via the
public switched telephone network (PSTN), which involves
the inconvenience to the distant TD user of having to
establish the dialled connection and the disadvantage of long
connection times via the PSTN.
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An alternative form of telephone communications path
comprises an ISDN (Integrated Services Digital Network)
telephone line. This provides two 64 kb/s B-channels each of
which can be used for carrying voice communications or
data. ATD can be connected to the ISDN line via a terminal
adapter, which can thereby provide a total bit rate of 128
kb/s for data on both B-channels, or 64 kb/s for data on one
B-channel simultaneously with digital telephone voice com-
munications on the other B-channel. While this provides a
significant increase in data rate compared with using a
conventional two-wire telephone line, it requires an ISDN
telephone line which, in the relatively limited areas in which
it is available, involves additional cost, and the connection
still has the disadvantage of being a dialled connection via
the telephone network. In addition, a terminal adapter is
generally more costly than a modem. Furthermore, even data
rates of 64 kb/s or 128 kb/s are likely to be increasingly
insufficient with evolution of the Network.

Higher speed telecommunications lines may be available
for lease to provide high data rate communications, but these
are not economical for TDs in residences and most small
businesses. Cable modems have also been proposed for
providing Network access via coaxial (coax) or hybrid
fiber-coax (HFC) cable television distribution networks that
provide bidirectional communications. While such propos-
als offer the possibility of high data rates, they are also
limited to their own serving areas and are likely to involve
relatively high costs for both the modem equipment and the
ongoing use of the service.

Accordingly, there is an increasing need to facilitate
access from terminal devices to the Network at relatively
low cost both for equipment and ongoing service, that is not
restricted to particular areas, that provides for high data
rates, and that desirably does not preempt telephone com-
munications or require long connection times via the PSTN.
An object of this invention is to address this need.

SUMMARY OF THE INVENTION

According to one aspect, this invention provides a method
of communicating information packets to and from a
CSMA/CD (Carrier Sense Multiple Access with Collision
Detection) path via a bidirectional communications path,
comprising the steps of: coupling a first end of the commu-
nications path to a first modem; communicating information
packets between the CSMA/CD path and the first modem
via a CSMA/CD interface; coupling a second end of the
communications path to a second modem; communicating
information packets and control information, for controlling
operation of the second modem, from the first modem to the
second modem via the communications path; and commu-
nicating information packets from the second modem to the
first modem via the communications path under control of
the control information; the control information providing
half duplex communications on the bidirectional communi-
cations path.

The half duplex communications, which can alternatively
be considered as time division duplex or time compression
multiplex communications, avoid collisions or interference
between information packets communicated in the two
directions of communication on the communications path by
ensuring that the communications in the two directions take
place at different times.

Preferably each step of communicating information pack-
ets comprises enveloping them in information frames which
also comprise error check fields for error checking of at least
the enveloped information packets. Information relating to

10

15

20

25

30

35

40

45

50

55

60

65

4

operation of the modems, such as the control information
from the first modem to the second modem and response
information from the second modem to the first modern, can
be included in at least some of the information frames and/or
in further frames which comprise this information and an
error check field for error checking of at least this informa-
tion.

Preferably each information packet communicated
between the modems via the communications path com-
prises at least address, length, and data fields of an Ethernet
frame communicated via the CSMA/CD path; it desirably
also comprises a frame check sequence of the respective
Ethernet frame, and may further comprise a preamble and
start frame delimiter of an Ethernet frame.

Advantageously, the communications path comprises a
two-wire telephone subscriber line and the modems com-
municate said information packets via the line at frequencies
greater than telephone signal frequencies, the method further
comprising the steps of communicating telephone signals
via the line and, at each end of the line, combining telephone
signals and information packets to be communicated via the
line, and separating telephone signals and information pack-
ets communicated via the line, using a diplexer.

The method can further comprise the step of multiplexing
signals of the first modem for communicating information
packets between the first modem and a plurality of second
modems.

The method can further comprise the steps of monitoring
errors in communicating said information packets between
the first and second modems via the communications path,
and determining operations of the first and second modems
in dependence upon monitored errors. The step of determin-
ing operations of the modems in dependence upon moni-
tored errors can comprise varying a signal bandwidth and/or
a modulation method of the modems. This enables an
optimum rate to be achieved for communicating information
packets via any particular two-wire line.

The method can further comprise the step of communi-
cating information packets between the second modem and
a second CSMA/CD path via a second CSMA/CD interface.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention will be further understood from the fol-
lowing description with reference to the accompanying
drawings, in which:

FIG. 1 schematically illustrates a known Network access
arrangement,

FIG. 2 illustrates the known format of an Ethernet frame;

FIG. 3 schematically illustrates a Network access arrange-
ment in accordance with an embodiment of this invention;

FIG. 4 schematically illustrates a Network access
arrangement, providing for simultaneous telephone
communications, in accordance with another embodiment of
this invention;

FIG. 5 schematically illustrates a diplexer used in the
arrangement of FIG. 4;

FIG. 6 shows a graph illustrating frequency characteris-
tics related to the arrangement of FIG. 4;

FIG. 7 schematically illustrates a master modem provided
in the Network access arrangements of FIGS. 3 and 4;

FIG. 8 schematically illustrates a slave modem provided
in the Network access arrangements of FIGS. 3 and 4;

FIGS. 9 to 11 illustrate frame formats that can be used in
Network access arrangements in accordance with embodi-
ments of the invention;
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FIGS. 12 to 14 are flow charts with reference to which
operation of the master and slave modems is described; and

FIG. 15, which is on the same sheet as FIG. 8, schemati-
cally illustrates a combined unit which replaces a slave
modem and Ethernet interface provided in the arrangement
of FIG. 3.

DETAILED DESCRIPTION

FIG. 1 illustrates elements of a known arrangement for
access from a subscriber to the Network 10 via a conven-
tional two-wire telephone line 12. Subscriber equipment
includes a terminal device (TD) 14 which for example is
constituted by a personal computer (PC), and a modem 16
connected to the line 12 and for example providing a
maximum data rate of 28.8 kb/s. Although shown separately
from the TD 14, the modem 16 can instead be incorporated
therein. The modem 16 communicates with a modem in a
pool of dial-up modems 18 with a dialled connection which
is established in well-known manner via the PSTN 20 to
which the telephone line 12 is connected. The modems in the
modem pool 18 are connected via an Ethernet interface
(ENET I/F) 22 to a router 24 which is connected to the
Network 10 and hence can be considered to be a part of the
Network, the Network 10 generally being considered to
include all of the terminal devices connected to it.

An upper part of FIG. 1 illustrates protocols in accordance
with which the arrangement operates. TCP/IP operates at
OSI Layers 3 and 4 end-to-end throughout the entire Net-
work and access arrangement, with TCP/IP software running
on the TD 14. At the MAC layer of OSI Layer 2, commu-
nications in the access arrangement between the Ethernet
interface 22 and the TD 14 operate in accordance with a
point-to-point protocol such as PPP or SLIP, and commu-
nications between the Ethernet interface 22 and the Network
10, and within the Network 10, comprise Ethernet frames as
described below with reference to FIG. 2. These frames can
be carried in a wide variety of forms and via various physical
media, for example as the Ethernet frames themselves on a
CSMA/CD LAN, in ATM (asynchronous transfer mode)
cells, in SONET (synchronous optical network) formats, and
so on. For communications between the Network 10 and the
TD 14, the router 24 converts between the Ethernet frames
of the Network and the serial communications on the line 12
between the moderns 16 and 18.

A generally similar arrangement to that of FIG. 1 is
provided in the event that the telephone line is an ISDN line,
except that the modem 16 is replaced by an ISDN terminal
adapter and communications on the line are digital at a rate
that can be 64 or 128 kby/s.

FIG. 2 illustrates the Ethernet frame at the MAC layer. It
consists of, in order, a preamble field of 7 bytes or octets (8
bits) of alternating 1s and Os starting with a 1; a start frame
delimiter (SFD) field of 1 byte having the sequence
10101011; a destination address field of 6 bytes; a source
address field of 6 bytes; a length or type field of 2 bytes
described further below; a data field of 46 to 1500 bytes, and
a frame check sequence (FCS) field of 4 bytes or octets
constituted by a CRC (cyclic redundancy check) of the data
packet constituted by the address, length or type, and data
fields. Data of less than 46 bytes in a frame is padded to the
minimum data field size of 46 bytes. In accordance with the
802.3 Standard, the length or type field represents the length
of data in the data field up to the maximum of 1500 bytes.
In accordance with the Ethernet Standard, the length or type
field is a value greater than 1500 that represents the type of
data packet, and IP data packets are identified by one specific
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type value in this field. Thus the two Standards are different

but inter-operable in this respect. It follows from this format

that each frame comprises a data packet of from 60 to 1514

bytes, together with overhead (preamble, SFD, and FCS

fields) of 12 bytes.

In accordance with the CSMA/CD Standards, the bits of
each Ethernet frame are communicated using Manchester
coding (a 1 bit is encoded as a 01 sequence, and a 0 bit is
encoded as a 10 sequence, in each case with a transition in
the middle of the bit period) at a predetermined data rate
which is typically 10 Mb/s. Any terminal device connected
to a CSMA/CD LAN can transmit a frame to the LAN
(Multiple Access) in accordance with a contention scheme
which is summarized by the following steps:

1. Monitor the LAN (Carrier Sense).

2. When the LAN is idle, transmit.

3. While transmitting, monitor the LAN for a collision
(Collision Detection) by comparing transmitted bits with
what is received from the LAN.

4. When a collision is detected, continue transmitting for a
short period so that all TDs on the LLAN detect the
collision (this is referred to as jamming). Wait a random
period of time determined by a binary exponential back-
off algorithm, then return to step 1 for retransmission.

The minimum and maximum Ethernet frame size, predeter-

mined data rate, and characteristics and lengths of segments

of the LAN are inter-related in a manner that ensures

effective operation of this contention scheme. For a

10BASE-T LAN using twisted pair wiring, as explained in

the background of the invention this results in a maximum
segment length of the order of 100 meters.

The two-wire telephone line 12 in the arrangement of
FIG. 1 is constituted by twisted pair wiring, but has a length
which is invariably much greater than 100 meters. Typically
the length may be a maximum of about 5500 meters, with an
average length for telephone lines in North America of the
order of 1700 meters. These lengths are much greater than
the approximate 100 meter maximum for a 10BASE-T
LAN, and propagation delays make it impossible for the
contention scheme outlined above to operate over such
distances of twisted pair wiring. Even if this were not the
case, signal attenuation over these distances of twisted pair
wiring would make it very difficult to provide any reliable
detection of collisions. Accordingly, it is not practical to use
CSMA/CD on the telephone line 12. Instead, the serial link
point-to-point protocols are used in conjunction with the
modems 16 and 18 as discussed above to provide Network
access, with the data rate and other limitations discussed in
the background of the invention.

FIG. 3 illustrates a Network access arrangement in accor-
dance with an embodiment of this invention which is
described first below, and also illustrates variations of this
which are described subsequently below.

In FIG. 3, a TD 14 of a subscriber is again connected to
the Network 10 via a two-wire telephone subscriber line 12
which in this arrangement, as in the arrangement of FIG. 1,
is not being used for telephone communications. The TD 14
in this arrangement is connected to the line 12 via an
Ethernet interface (ENET I/F) 30 and a modem 32. The
interface 30 is a conventional Ethernet interface which,
although shown separately from the TD 14 in FIG. 3, can be
conveniently incorporated into the TD 14 either on a plug-in
card or as a permanent part of the TD 14. The interface 30
is the same as would be provided for connecting the TD 14
directly to a CSMA/CD LAN. The modem 32 has a form for
example as described in detail below with reference to FIG.
8, and has an Ethernet interface that is connected to the
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interface 30, and a two-wire line interface that is connected
to the line 12. Conveniently, the connection between the
Ethernet interface 30 and the modem 32 is a 10BASE-T
connection using twisted pair wiring. The modem 32 is
referred to below as a slave modem as explained further
below. The Ethernet interface 30 provides a Network
address for the TD 14 as is well known. Similarly, the
Ethernet interface within the modem 32 provides this with a
Network address. Although the slave modem 32 is shown
separately from the interface 30 and the TD 14, the modem
32 can be physically combined with the Ethernet interface
30 for example as described below with reference to FIG.
15, and can be incorporated into the TD 14.

At its other end, for example at a PSTN central office
(CO) or remote terminal (RT), the two-wire telephone line
12 is connected to a modem 34 which is referred to as a
master modem and an example of which is described below
with reference to FIG. 7. The modem 34 also has a
10BASE-T Ethernet interface which provides the master
modem with a Network address. This interface is connected
via twisted pair wiring 36, an Ethernet switch 38, and a
router 40 to the rest of the Network 10 in known manner. As
is well known, functions of the switch 38 and router 40 can
be combined in a single device referred to as a brouter.

An upper part of FIG. 3 illustrates, in a similar manner to
FIG. 1, protocols in accordance with which the Network
access arrangement operates. As in the arrangement of FIG.
1, TCP/IP operates at OSI Layers 3 and 4 end-to-end
throughout the entire Network and access arrangement, with
TCP/IP software running on the TD 14. At the MAC layer,
communications within and between the Network 10, router
40, switch 38, and master modem 34 comprise Ethernet
frames as described above. Similarly, communications
between the slave modem 32 and the Ethernet interface 30
comprise Ethernet frames as described above, and the TD 14
operates in exactly the same known manner as it would if the
interface 30 were connected directly to a LAN.

Communications between the master modem 34 and the
slave modem 32 are carried out in accordance with a new
point-to-point protocol which uses collision avoidance to
communicate Ethernet frames between the modems. This
protocol is described below and for convenience is referred
to herein as ECAP (Ethernet frame Collision Avoidance
Protocol). It is observed that this protocol operates only
between the modems 32 and 34, and hence need not be
known to, and does not change the operation of, the TD 14
or the rest of the Network 10. The protocol and modems
simply serve to replace a direct (short-distance) connection
between the interface 30 and the twisted pair wiring 36 by
a remote connection via the (much greater distance) two-
wire line 12. Thus although as described here the line 12 is
a telephone subscriber line, it can be appreciated that the
same arrangement of master and slave modems operating in
accordance with this new protocol can be used to commu-
nicate Ethernet frames via any twisted pair wiring which is
too long to permit conventional 10BASE-T or similar LAN
interconnections.

FIG. 3 also illustrates a management device 42, for
example a computer, coupled to the Ethernet switch 38 for
providing operations, administration, management, test, and
other functions relating to the communications in known
manner. In order to provide communications via multiple
lines 12 to multiple subscribers, preferably the master
modem 34 contains multiplexing functions as described
below with reference to FIG. 7, and other master modems,
one of which is illustrated in FIG. 3 and referenced 34", are
connected to the switch 38 similarly to the modem 34.
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At the subscriber, one or more further arrangements of a
slave modem 32', Ethernet interface 30', and TD 14' can be
similarly connected to the same two-wire line 12 as shown
by a dashed line connection 44. Alternatively (or in
addition), and generally more desirably, as shown by a
dashed line connection 46 the 10BASE-T connection of the
slave modem 32 can be connected to a bridge 48 of known
form, to which a plurality of TDs 14" can be connected via
their respective Ethernet interfaces (E I/Fs) in known man-
ner to provide a subscriber LAN. These arrangements can be
extended as desired in known manner.

It can be seen from the above description that embodi-
ments of the invention are centered on the arrangement and
functioning of the modems 32 and 34. Before describing
embodiments of these in detail, a further Network access
arrangement is described below with reference to FIG. 4.
This further arrangement illustrates that the communications
on each line 12 can comprise not only the data communi-
cations for the Network as described herein but also con-
ventional telephone communications.

Referring to FIG. 4, this illustrates the master and slave
modems 34 and 32 respectively, with 10BASE-T interfaces
to twisted pair wiring 36 and 46 respectively as described
above, coupled via a two-wire subscriber line 12 which also
serves for conventional telephone connections between a
subscriber telephone 51 and a telephone CO or RT 50
connected to the PSTN. To this end, a passive diplexer 52 is
provided at each end of the two-wire line 12, the two
diplexers 52 conveniently having the same form and being
for example as described below with reference to FIG. 5.
Thus at a head end of the line 12 the CO or RT 50 and the
master modem 34 are connected via a diplexer 52 to the line
12, and at a subscriber end of the line 12 the subscriber
telephone 51 and the slave modem 32 are connected to the
line 12 via a diplexer 52. As also shown in FIG. 4, the master
modem 34 can be multiplexed for other telephone subscriber
lines 12' to which it is similarly connected via respective
diplexers 52'. It can be appreciated that diplexers can be
similarly provided in the arrangement of FIG. 3 to permit
simultaneous telephone and Network communications.

FIG. 5 illustrates a simple form of the diplexer 52, which
comprises a d.c. and low pass filter (LPF) 54 between a
two-wire connection to the line 12 and a two-wire connec-
tion to the telephone 51 or CO or RT 50, and a d.c. isolator
and high pass filter (HPF) 56 between the two-wire connec-
tion to the line 12 and a two-wire connection to the modem
32 or 34. As illustrated in FIG. §, the LPF 54 can comprise
one or more balanced filter sections comprising series induc-
tors (which pass the telephone loop current) and shunt
capacitors, and the HPF 56 can comprise two series capaci-
tors having a capacitance such that they do not represent a
significant load to the line 12. More complicated forms of
diplexer 52 can be provided as desired.

The graph in FIG. 6 illustrates the low frequency spec-
trum 60 of analog telephony signals, and two high frequency
spectra 62 and 64 for Network communications. A desirable
response 66 for the LPF 54 of the diplexer 52 separates the
low frequency telephony signals on the two-wire line 12
from the Network communications signals on the same line
12. It can be seen from this illustration that the telephony and
Network communications signals occupy substantially dif-
ferent frequency bands and hence are easily separated by the
diplexers 52.

In FIG. 6, the spectra 62 and 64 relate to two different
signal bandwidths which can be used for the Network
communications. For example, the relatively wide band-
width spectrum 62 can correspond to a modulation method
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with a symbol or clock rate of 3 MHz, and the relatively
narrower bandwidth spectrum 64 can correspond to a modu-
lation method with a symbol or clock rate of 300 kHz. Other
signal bandwidths, not shown, can be similarly provided.
The use of different bandwidths and modulation methods is
described further below.

FIG. 7 illustrates a form of the master modem 34, includ-
ing optional but desirable multiplexing for a plurality of
two-wire lines. The master modem includes an Ethernet
interface 70 of known form providing a 10BASE-T connec-
tion to the twisted pair wiring 36 and providing (for example
from a read-only memory within the interface 70) a Network
address for the master modem. The interface 70 is connected
to a control unit 72 of the master modem, to the input of a
FIFO (first in, first out) buffer 74 for buffering downstream
Ethernet frames supplied from the Network via the wiring
36 and the interface 70, and to the output of a FIFO buffer
76 for supplying upstream Ethernet frames via the interface
70 and the wiring 36 to the Network. An output of the buffer
74 is coupled via a modulator 78 and a downstream demul-
tiplexer 80 (constituted by switches) to a respective one of
the multiplexed two-wire lines 12 via a respective isolating
transformer (TR) 82, the output of the modulator 78 pro-
viding a matched termination for the line 12. An upstream
multiplexer 84 (constituted by switches) has inputs also
coupled to the lines 12 via the transformers 82, and has an
output coupled via a high pass filter (HPF) 86 which
provides a matched termination for the respective line 12 to
which it is connected via the multiplexer 84. An output of the
HPF 86 is connected to an input of a demodulator 88 having
an output connected to an input of the buffer 76. The
transformers 82 can also provide a balun function between
the balanced lines 12 and the demultiplexer 80 and multi-
plexer 84.

The demultiplexer 80 and multiplexer 84 are addressed by
the control unit 72 via address lines 90 and 92 respectively
to provide downstream frames to and to receive upstream
frames from respective ones of the lines 12. The addresses
on the lines 90 and 92 are generally different for efficient
data flow in the downstream and upstream directions, but
they can be the same for example for loopback testing of a
slave modem 32. To provide different logical buffers for
frames in the buffers 74 and 76 associated with the respec-
tive lines 12, the buffers 74 and 76 are also addressed via the
address lines 90 and 92 respectively. A store 94 is also
addressed with the upstream multiplexer address on the lines
92 to provide to the demodulator 88 stored data, such as echo
cocfficients and signal amplitude level, relating to the
respective line 12 to facilitate fast acquisition (recognition of
the preamble of a frame) by the demodulator 88. A store 95
is similarly addressed with the downstream demultiplexer
address on the lines 90 to provide to the modulator 78 stored
data to determine a signal transmission level and possibly
frequency characteristics for the respective line 12. Infor-
mation for the stores 94 and 95 is determined, and the stores
are updated, by the control unit 72 in known manner. Control
lines 96 and 98 are provided between the control unit 72 and
the modulator 78 and demodulator 88 respectively for
communicating control information.

FIG. 8 illustrates a complementary form of a slave modem
32. The slave modem includes an Ethernet interface 100 of
known form providing a 10BASE-T connection to the
twisted pair wiring 46 and providing (for example from a
read-only memory within the interface 100) a Network
address for the slave modem. The interface 100 is connected
to a control unit 102 of the slave modem, to the input of a
FIFO buffer 104 for buffering upstream Ethernet frames
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supplied from the TD via the wiring 46 and the interface
100, and to the output of a FIFO buffer 106 for supplying
downstream Ethernet frames via the interface 100 and the
wiring 46 to the TD. An output of the buffer 104 is coupled
via a modulator 108, a current generator 110, and an
isolating transformer 112 to the two-wire line 12. The
transformer 112, which can also provide a balun function for
the balanced line 12, is also coupled via a high pass filter 114
and a demodulator 116 to an input of the buffer 106. The
current generator 110 provides a high output impedance to
avoid loading of the line 12, and the HPF 114 provides a
matched termination of the line 12, so that these can both be
connected to the line 12 without any switching. This enables
loopback testing of the line 12 from the control unit 102.
Control lines are provided between the control unit 102 and
the buffers 104 and 106, modulator 108, and demodulator
116.

It can be appreciated that, apart from the functions related
to the multiplexing and switching for a plurality of lines 12,
and the operation of the modems as described below, the
master modem 34 and the slave modem 32 are similar, and
the arrangement of the slave modem shown in FIG. 8 could
also be used as a master modem for a single line 12.

In cach of the modems 32 and 34 the modulator,
demodulator, and related functions are conveniently imple-
mented in known manner using one or more DSPs (digital
signal processors) with analog-digital conversion in known
manner. DSPs can be conveniently controlled to provide an
arbitrary number of different signal bandwidths for example
as illustrated by the spectra 62 and 64 in FIG. 6. Conve-
niently the DSPs provide a common lower frequency limit
of about 10 kHz for all of the signal bandwidths as shown
in FIG. 6, with the different bandwidths being determined by
the symbol or clock rate as described above. The particular
modulation method that is used is relatively arbitrary, but
conveniently the DSPs in the modems are programmed to
select any of a plurality of modulation methods, for example
16QAM (quadrature amplitude modulation), QPSK
(quadrature phase shift keying), and BPSK (binary phase
shift keying), providing different numbers of bits per sym-
bol. These particular methods and numbers are given only
by way of example, and other modulation methods, such as
VSB (vestigial sideband), carrierless amplitude-phase, and
DMT (discrete multi-tone) modulation, may be used instead,
numerous different numbers of bits per symbol may be used,
and the signal bandwidths may be arbitrarily defined (e.g.
with different low-frequency cut-offs) as desired.

The master and slave modems communicate Ethernet
frames downstream (from the master modem 34 to the slave
modem 32) and upstream (from the slave modem 32 to the
master modem 34) in a manner described in detail below.
Briefly, this communication involves half-duplex transmis-
sion using a collision avoidance protocol (ECAP) in which
the master modem 34 has priority and control over the slave
modem 32. Thus the master modem 34 determines when to
send information downstream via the line 12, and informs
the slave modem when it is permitted to send information
upstream via the line 12. To facilitate these communications,
the information sent via the line 12 comprises not only the
data packets of Ethernet frames for Network communica-
tions but also control packets downstream and response
packets upstream between the master and slave modems.
These packets are incorporated into ECAP frames examples
of which are described below with reference to FIGS. 9 to
11. The control units 72 and 102 in the master and slave
modems perform the necessary conversions between the
Ethernet frames and ECAP data frames, and generate and
respond to the ECAP control and response frames.
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FIG. 9 illustrates an ECAP data frame which comprises
overhead information O/H, followed by an Ethernet frame in
exactly the same form as described above with reference to
FIG. 2, followed by a check sequence CHK. The O/H field
for example consists of a few bytes comprising a preamble
and start-of-frame (SOF) indication of a suitable form for
the modulation method in use by the master and slave
modems, possibly followed by other information such as an
ECAP frame sequence number for frame identification in
known manner (e.g. for identifying frames for acknowledge-
ment or retransmission). The check sequence CHK conve-
niently comprises a CRC sequence which can be produced
in exactly the same manner as the FCS field of the Ethernet
frame, the CRC operating on all of the information in the
ECAP frame following the SOF indication up to and includ-
ing the FCS at the end of the Ethernet frame. Thus as shown
in FIG. 9 the Ethernet frame is enveloped, intact and without
any change, within the ECAP frame.

Alternatively, as illustrated in FIG. 10, the preamble and
SFD fields can be stripped from the Ethernet frame and only
the remainder of the Ethernet frame (i.e. the data packet and
FCS field) incorporated into the ECAP frame between the
overhead field O/H and the check sequence CHK. In this
case the preamble and SFD fields of the Ethernet frame are
stripped for example by the control unit of whichever of the
master and slave modems 34 and 32 is sending the frame,
and is reinserted by the control unit of the receiving one of
the modems 34 and 32 for forwarding the Ethernet frame to
the respective Ethernet interface. This reduces slightly the
amount of information to be transmitted via the line 12.
Further reductions are possible if for example the pad, used
for increasing data packets of less than 46 bytes to the
minimum data field size of an Ethernet frame, can also be
identified, stripped prior to sending the remainder of the
frame between the modems 34 and 32, and reinserted at the
receiving modem. However, it may be more desirable for the
modems 34 and 32 always to communicate the entire data
packet and FCS field of each Ethernet frame intact, to avoid
risk of corrupting the Ethernet frame contents.

Thus whereas transmission of undersized frames is not
possible in a CSMA/CD arrangement because of the nature
of the contention scheme (they are generally interpreted as
collisions), in this ECAP scheme collisions are avoided by
the protocol between the master and slave modems so that
short frames are not only permitted but can be desirable
because they reduce the amount of information that must be
communicated via the line 12.

To this end, FIG. 11 illustrates an ECAP control frame
comprising a control packet to be communicated from the
master modem 34 to the slave modem 32. The control frame
comprises an initial overhead field O/H as described above,
followed by a control packet described below, and the check
field CHK providing a CRC sequence for all of the infor-
mation in the ECAP frame following the SOF indication up
to the end of the control packet. The control packet com-
prises destination and source address fields, a lengt/type
field L/T, and a control field which is generally much shorter
than the minimum 46 byte data field of an Ethernet frame
and whose length is given by the contents of the field L/T.
For such a control packet the destination and source
addresses are the Network addresses of the slave modem 32
and the master modem 34, respectively.

Conversely, an ECAP response frame can have the same
form as the control frame shown in FIG. 11, except that it
contains a response field instead of the control field and the
destination and source addresses are exchanged because the
response frame is communicated from the slave modem 32
to the master modem 34.
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Other ECAP frame formats can alternatively be provided
to suit particular situations; for example for convenience or
simplicity the control and response frames can have a fixed
size and can be the same size as a data frame containing a
minimum-size data packet. In addition, although as
described here by way of example the control frames are
separate from the data frames, control information can
instead be incorporated into the ECAP data frames, desir-
ably keeping the enveloped Ethernet frame contents intact,
for example as an additional part of the overhead field O/H
or between the CRC fields FCS and CHK.

The following description of an example of the collision
avoidance protocol, with reference to FIGS. 12 to 14,
assumes for simplicity and clarity that the master modem 34
typically sends a single data frame followed by a control
frame downstream, and then waits for a response from the
slave modem 32, and that the slave modem waits for these
downstream frames and then typically sends a response
frame followed by a single data frame upstream. It also
assumes for simplicity that there is only one slave modem 32
connected to the line 12. Various modifications and exten-
sions of this protocol, for example to accommodate multiple
slave modems 32 connected to the same line 12, can be
contemplated and some variations are described later below.

FIG. 12 illustrates a downstream transmitting flow chart
for the master modem 34, and FIG. 13 illustrates an
upstream receiving flow chart for the master modem 34, the
master modem 34 being assumed here simply to alternate
between the transmitting and receiving states for communi-
cations with a single slave modem 32. As already described,
the master modem 34 can provide multiplexed operations
for a plurality of slave modems, so that in practice the
transmitting and receiving processes can take place simul-
taneously and independently in a multiplexed manner for a
plurality of slave modems. FIG. 14 illustrates a downstream
receiving and upstream transmitting flow chart for the slave
modem 32. The operations in the modems in each case take
place under the control of the respective control unit 72 or
102, and the master and slave modems differ in the manner
in which these units operate as described below.

Referring to FIG. 12, in the transmitting sequence of the
master modem 34 its control unit 72 initially determines in
a decision 120 whether the downstream buffer 74 (for the
respective line 12 and slave modem 32) is empty. If not, i.c.
if there is at least one Ethernet frame to be sent from the
buffer 74, then at a block 121 the next frame to be sent
downstream from the buffer 74 is transmitted in an ECAP
data frame as described above. At a block 122 the control
unit 72 then sends a control frame as described above, and
sets a timer for a response from the slave unit. In the event
that the buffer 74 is empty as determined in the decision 120,
then in a decision 123 the control unit 72 determines whether
or not to send a control frame, if so proceeds to the block 122
to send a control frame, and if not returns to the start of the
transmitting sequence. The decision 123 whether or not to
send a control frame may depend upon various parameters
which are monitored by the control unit 72, such as the fill
state of the upstream receiving buffer 76, the state of the
slave modem and the fill state of its upstream transmitting
buffer 104, and the time since the previous control frame
was sent to the slave modem. The contents of the control
frame can comprise, for example, a request (poll) for the
slave modem to transmit a frame of data upstream, a request
for retransmission by the slave modem of a previous frame
that has not been received correctly as determined by its
check field CHK, control information such as operating
parameters for the slave modem, and/or a request for status
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information, such as the fills of the buffers 104 and 106,
from the slave modem.

Referring now to FIG. 14, at a block 140 the control unit
102 of the slave modem 32 initially waits for a frame to be
received from the master modem 34. This waiting, and the
subsequent operation of the slave modem in response to a
received frame and operation of the master modem, ensures
that collisions on the line 12 are avoided by giving control
of the ECAP frames on the line 12 entirely to the master
modem 34. In response to receipt of a downstream frame
from the master modem 34, the control unit 102 of the slave
modem determines in a decision 141 from the field CHK
whether the frame has been received properly and, if not, at
a block 142 sets a status flag to request retransmission of the
frame and returns to the wait block 140. If the frame has
been properly received the control unit 102 proceeds to a
decision 143.

In the decision 143 the control unit 102 determines
whether or not the destination address in the received frame
is the address of the slave modem, and hence whether the
frame is a control frame or a data frame. If the frame is
determined to be a data frame, then in a block 144 the
control unit 102 sets a status flag for acknowledgement of
the frame, and in a block 145 the data frame is stored in the
buffer 106 and a return is made to the wait block 140.

If in the decision 143 the frame is determined to be a
control frame, then in a block 146 the control unit 102
generates and sends a response frame upstream to the master
modem. The contents of the response frame depend on the
nature of the received control frame and the status of the
slave modem, but for example can include status
information, an acknowledgement of the received data
frame (based on the acknowledgement status flag), a request
for retransmission of an incorrectly received frame (based
on the retransmission status flag), and buffer fills of the
buffers 104 and 106. In a decision 147, the control unit 102
then determines whether a data frame is to be sent upstream,
i.e. Whether the received downstream control frame
included a retransmission request or a poll for an upstream
data frame and such a data frame is available in the upstream
transmission buffer 104. If so, at a block 148 the control unit
102 sends the requested data frame from this buffer 104
upstream to the master modem. After the block 148, or if no
upstream frame is to be sent as determined in the decision
147, a return is made to the wait block 140.

Referring now to FIG. 13, after the downstream trans-
mitting sequence described above with reference to FIG. 12
the control unit 72 in the master modem 34 waits, as shown
by a block 130, for an upstream frame to be received or for
the timer (set at block 122) to time out. If an upstream frame
is received, then in a decision 131 the control unit 72
determines from the field CHK whether the frame has been
received properly and, if so, proceeds to a decision 132. In
the event that the timer times out in the block 130 or the
frame is incorrectly received as determined in the decision
131, then in a block 133 the control unit 72 updates a record
of the communications status of the master modem with the
slave modem. This status record contains various parameters
of the communications such as those already discussed, for
example the status of acknowledgements and retransmission
requests, buffer fills, and operating parameters of the
modems.

In the decision 132 the control unit determines, from the
destination address of the received upstream frame and in
accordance with its expectations based on the status of the
communications, whether this is a response frame (i.e. the
destination address is the address of the master modem) as
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expected first from the slave modem, or a data frame for
which a poll or retransmission request has been sent to the
slave modem as described above, or whether the frame does
not have the expected form (e.g. it is a data frame when a
response frame is expected). In the latter case the commu-
nications status is updated in the block 133, and the control
unit 72 proceeds in a manner dependent upon the updated
status. For example, from the block 133 the control unit
returns from the upstream receiving sequence of FIG. 13 to
the downstream transmitting sequence of FIG. 12, and can
send a control frame requesting retransmission of an
upstream frame for which there has been a timeout from the
block 130, a CRC error as determined in the decision 131,
or an unexpected frame as determined in the decision 132.

On receipt of an expected response frame, in a block 134
the communications status is updated accordingly, and in
dependence upon a decision 135 either a return is made to
the block 130 for a data frame expected following the
response frame (a data frame is expected if it has been
requested from the slave modem and the response frame has
not indicated that the upstream transmitting buffer 104 is
empty; the timer for the block 130 can be reset as desired)
or the receiving sequence ends if no subsequent data frame
is expected. On receipt of an expected data frame as deter-
mined in the decision 132, in a block 136 the control unit 72
sets a status flag for acknowledgement of the frame, and in
a subsequent block 137 the received data frame is stored in
the upstream receiving buffer 76 and the receiving sequence
ends. As already described above, at the end of the upstream
receiving sequence the control unit 72 of the master modem
34 returns to the start of the downstream transmitting
sequence already described.

The collision avoidance protocol as described above
provides for an approximate one-to-one ratio of downstream
and upstream Ethernet frames, and gives priority to the
master modem and the transmission of downstream frames.
This is desirable because the modem arrangement has no
control over the supply from the Network of Ethernet frames
incoming to the buffer 74, and it is desirable to avoid
overflow of this buffer which would result in a loss of data
frames. Such a data frame loss can be accommodated by the
TCP/IP operating at Layers 3 and 4 of the OSI model, but
this is preferably avoided.

The same principles apply for upstream Ethernet frames
incoming to the buffer 104 from the TD 14, but in this case
overflow of the buffer 104 can be prevented by the Ethernet
interface 100 of the slave modem 32, under the control of the
control unit 102 in the event that the buffer 104 is about to
overflow, jamming the 10BASE-T connection on the wiring
46 by transmitting a dummy signal to it. As discussed in the
introduction, jamming is a well-known process for ensuring
that a collision detected at one device on a CSMA/CD LAN
is also detected by all other devices on the LAN, but in this
case the jamming is triggered differently, by the potential
overflow of the buffer 104. The jam or artificially created
collision on the wiring 46 is detected by the TD 14 con-
nected to this wiring, and the TD backs off for subsequent
retransmission of the Ethernet frame in known manner. In
this manner, a loss of upstream data frames due to overflow
of the buffer 104 is avoided. The same situation can take
place in the event that the wiring 46 is connected to the
bridge 48 on a subscriber LAN as described with reference
to FIG. 3, but in this case either the bridge 48 must be a
learning bridge to avoid passing to the slave modem 32 via
the wiring 46 subscriber LAN frames not intended for
upstream transmission, or such a learning function must be
incorporated into the slave modem itself, otherwise jamming
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of all frames on the subscriber LAN will occur when the
buffer 104 is about to overflow.

To reduce the possibility of buffer overflow, especially of
the buffer 74, the collision avoidance protocol described
above can provide dynamic variation of the ratio of the
numbers of downstream and upstream frames, for example
in dependence upon the fills of the buffers. The buffer fills
are monitored as described above by the control unit 72,
either directly in the case of the master modem 34 or via
status information in response frames from the slave modem
32. If the fill of the buffer 74 is increasing, then the master
modem can simply send a plurality of data frames down-
stream instead of each single data frame as described above
with reference to FIG. 12, before sending the control frame
to poll the slave modem for an upstream data frame, thereby
increasing the downstream to upstream data frame ratio.
Conversely, if the buffer 74 is relatively empty and the buffer
104 is relatively full, the master modem can provide
repeated polls for single upstream data frames without
sending downstream data frames using the protocol exactly
as described above, or more desirably the ECAP control
frame poll can be arranged to indicate to the slave modem
a number of data frames that it is requested to transmit
upstream in response to particular polls, with the slave
modem responding accordingly.

It can be appreciated from the description above that the
collision avoidance protocol ensures that the modems 34 and
32 operate in a half-duplex manner for communications
between them via the line 12, with the total transmission
capacity of the line being shared, preferably dynamically
dependent upon buffer fills as described above, between the
downstream and upstream directions of transmission. The
protocol can be refined, from its basic form as described
above, in various ways to maximize the efficiency with
which the total transmission capacity is used. For example,
such refinements can include provisions for sending multiple
data frames successively in either direction as described
above, concatenating or merging control and/or data frames
sent in the same direction, and advancing the timing of
downstream frame transmission from the master modem in
view of the loop delay on the line 12 (which can be measured
in known manner by the master modem) and the knowledge
in the master modem control unit 72 of what upstream
frames are expected from the slave modem.

This total transmission capacity on the line 12 can also be
varied dynamically by the master modem 34 in dependence
upon monitored operating conditions, as explained further
below.

As described above, the modulation and demodulation
functions in the master and slave modems are desirably
implemented using DSPs. A clock rate of the DSPs can be
changed to vary the signal bandwidth as shown by the two
different spectra 62 and 64 in FIG. 6. A high clock rate
provides a corresponding large bandwidth, for example as
shown by the spectrum 62 in FIG. 6, providing a high
symbol transmission rate on the line 12 between the modems
34 and 32. However, this involves greater susceptibility to
noise (a large noise bandwidth) and greater signal attenua-
tion (which is dependent on frequency). Conversely, a lower
clock rate provides a smaller bandwidth, for example as
shown by the spectrum 64 in FIG. 6, providing a lower
symbol transmission rate on the line 12 with less suscepti-
bility to noise and less signal attenuation. Considered
generally, higher symbol rates on the line 12 produce greater
total transmission capacity and greater error rates, resulting
in frames having to be retransmitted.

As also described above, the control unit 72 in the master
modem 34 determines from the check field CHK of each
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received upstream frame whether the frame has been
received correctly, and can monitor a proportion of correct
upstream frames received. The control unit 72 can similarly
monitor a proportion of correct downstream frames received
by the slave modem 32 from information similarly available
in the control unit 102 of the slave modem and communi-
cated to the control unit 72 via the response frames. From
such ongoing monitoring, the control unit 72 can determine
dynamically whether the clock rate in current use for the
DSPs is appropriate or should desirably be increased to
increase the total transmission capacity on the line 12 or
decreased to decrease the proportion of frames received in
error. This can be determined either independently or in
common for the upstream and downstream directions of
transmission.

For example, if the control unit determines that a high
proportion, more than an upper threshold value of for
example 95 to 99%, of frames are received correctly, then it
can decide to increase the DSP clock rate and hence the total
transmission capacity. To this end it generates a control
frame which is sent from the master modem to the slave
modem instructing the slave modem to adopt a new, higher,
clock rate for future frames, the slave modem responds
accordingly, and the master modem switches its own clock
rate. Conversely, if the control unit determines that a low
proportion, less than a lower threshold value of for example
50 to 75%, of frames are received correctly, then it can
decide to decrease the DSP clock rate to reduce errors. To
this end it generates a control frame which is sent from the
master modem to the slave modem instructing the slave
modem to adopt a new, lower, clock rate for future frames,
the slave modem responds accordingly, and the master
modem switches its own clock rate. It can be appreciated
that the threshold levels can be determined to provide a
desired hysteresis for changing the clock rate, and that they
may be adaptively adjusted by the control unit 72 in depen-
dence upon the results of previous changes in clock rate.

The total transmission capacity is determined not only by
the symbol transmission rate on the line 12 but also by the
number of bits per symbol, and hence by the modulation
method that is used. As described above, the modem DSPs
can provide any of a plurality of modulation methods, such
as 16QAM, QPSK, and BPSK providing respectively 4 bits,
2 bits, and 1 bit per transmitted symbol. In a similar manner
to that described above for dynamically varying the symbol
transmission rate, the control unit 72 can also or instead
dynamically vary the modulation method. A determination
as to whether to change the symbol transmission rate and/or
the modulation method can be made by the control unit 72
in dependence upon various parameters such as the current
symbol transmission rate and modulation method, a history
of these operating parameters, the error rate, and monitored
characteristics of the line 12 such as delay, signal levels, and
echo parameters.

In any event, the dynamic variations discussed above
enable the control unit 72 in the master modem 34 to
determine and use, at any particular time for any particular
line 12 to which it is connected, a clock rate and modulation
method to provide an optimal total transmission capacity on
that line. It can be appreciated that this optimal capacity may
well include a certain proportion of frames that are in error
and must be retransmitted, and that this is accommodated by
the collision avoidance protocol as already described above.

The total transmission capacity can vary over an
extremely wide range. For example, for a short line 12 and
under good conditions, the modulation method may be
16QAM and the clock rate 3 MHz to provide a total
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transmission capacity of the order of the 10BASE-T bit rate
of 10 Mby/s. Conversely, for a long line 12 (it is observed
here that the line 12 must be unloaded to permit communi-
cation of signals at frequencies above the voice-band) and in
poor conditions (e.g. in the presence of noise and crosstalk)
the modulation method may be BPSK and the clock rate may
be reduced to for example 30 kHz, thereby providing a total
transmission capacity of about 25 kb/s (at for example 0.85
bits per Hertz to allow for excess bandwidth of the modem
filters). However, it is noted that even this total transmission
capacity is commensurate with the maximum bit rates of
dial-up modems currently used to provide Network connec-
tions via conventional two-wire telephone lines. In practice,
the total transmission capacity provided will be between
these extremes, and will generally be substantially more
than can be provided by currently used dial-up modems or
on ISDN telephone lines.

It is also noted that the master modem 34 can be arranged
to fall back to known modem communications methods in
the event that it does not receive any ECAP response frames
from a slave modem, so that the same master modem can
operate alternatively with slave modems as described above
or with conventional modems.

In use of the network access arrangement and protocol as
described above, the master and slave modems and the line
12 simply serve to communicate Ethernet frames in both
directions transparently between the wiring 36 and 46.
Accordingly, the subscriber is provided with a Network
connection without any dialling process, and hence without
involving a telephone connection via the PSTN, in the same
way (as seen by the Network and by the subscriber) as if the
wiring 36 and 46 were directly interconnected. As described
above, this Network connection is established in a manner
that is dynamically variable to provide an optimum total
transmission capacity, which can be shared in a dynamically
variable and optimized ratio of upstream to downstream data
frames, for any prevailing conditions such as the character-
istics of the line 12 and noise and crosstalk levels. For short
lines 12, the total transmission capacity is comparable with
the bit rate of 10BASE-T LANS, so that there is no inherent
deterioration of performance for communication of Ethernet
frames. In addition, it is observed that because the frames on
the line 12 are communicated in burst mode, there is
statistically less energy on the line than would be the case for
continuous data transmission on the same line, so that
crosstalk with other lines in the same cable is reduced.
Furthermore, the same line 12 can simultaneously carry
conventional telephone signals, so that provision of the
network access arrangement to a telephone subscriber does
not necessitate the provision of an additional or separate
telephone line.

Thus the use of the network access arrangement from a
TD 14 is substantially the same as if the TD 14 were
connected directly via an Ethernet interface to the Ethernet
switch 38. The TD 14 runs conventional software which, for
initial access to the Network, in known manner sends
information packets in Ethernet frames upstream, these
packets containing for example the Network address of the
management device 42 as the destination address and the
Network address of the TD 14 as the source address. The
packets are routed via the Ethernet switch 38 in known
manner to the device 42, and the switch 38 stores the address
of the TD 14 for subsequent direction of Ethernet frames
addressed to this address to this TD. In known manner, the
device 42 either recognizes the source address of the TD 14
and provides a welcome message, or does not recognize it
and initiates a registration process, and communications
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continue in known manner except that they take place via the
modems 34 and 32 and line 12 instead of via a direct
connection as is known.

In the embodiments described in detail above and as
illustrated in FIG. 3 the slave modem 32 is separate from the
Ethernet interface 30 connected to the TD 14 and includes
its own Ethernet interface and Network address. While this
is convenient in the case that the slave modem is connected
to a subscriber LAN via the wiring 46, it can be superfluous
or undesirable in the event that the slave modem 32 is
connected to only a single TD 14, especially if the slave
modem 32 and Ethernet interface 30 are merged together
into a combined unit that may be incorporated into the TD
14 as would be desirable for example for an entertainment
device. Even in the case of a subscriber LAN, the bridge 48
can be considered as a terminal device in which the slave
modem 32 could be incorporated.

It can be seen, therefore, that the manner in which the
slave modem 32 is ultimately connected to the TD 14 is
relatively arbitrary as far as this invention is concerned, it
only being necessary that the information be converted or
translated between the Ethernet frames to and from the
buffers 104 and 106 of the slave modem and whatever form
is required for the connection to the TD 14 (for example, a
PCM/CIA interface of known form), and that a Network
address identify the TD, translator, and/or slave modem.
Desirably, the slave modem 32 and the Ethernet interface 30
are merged into a combined unit, which can have a form for
example as illustrated in FIG. 185.

Referring to FIG. 15, the combined unit has a similar form
and operation to the slave modem 32 as described above
with reference to FIG. 8, and the same reference numerals
are used to denote similar parts, except that the Ethernet
interface 100 and wiring 46 of the slave modem of FIG. §,
as well as the Ethernet interface 30 of FIG. 3, are replaced
by a data translator 150. The translator 150 has an interface
152 to the control unit 102 and buffers 104 and 106, and an
interface 154 to the TD 14, which are arranged and operate
in the same manner as the corresponding parts of the known
Ethernet interfaces 100 and 30 discussed above. Between
these interfaces 152 and 154, the unit 150 includes a
minimized subset of the known circuits and functions of the
Ethernet interfaces 100 and 30 necessary to translate data
between the TD interface 154 and the Ethernet frame buffers
104 and 106, and to provide a single Network address. This
avoids the disadvantage of needing two Network addresses
for the slave modem 32 and the Ethernet interface 30
respectively as in the embodiments of the invention
described above, but makes it necessary to distinguish
between ECAP control frames for the control unit 102 and
ECAP data frames enveloping Ethernet frames containing
data for the TD 14.

Where the control frames and data frames are separate
ECAP frames, this distinction can conveniently be provided
by using the L/T field of the Ethernet frame. For an ECAP
control frame, the L/T field can contain a pre-assigned (and
otherwise unused) type having a value greater than the
maximum value of 1500 for an Ethernet frame, which is
recognized by the control unit 102 so that the control frame
is not forwarded to the translator 150. Alternatively, or in
addition, as described above ECAP control information can
be appended to Ethernet frames, for example in the overhead
field O/H or between the FCS field of the enveloped Ethernet
frame and the check field CHK of the ECAP frame. In either
case the control information can be of a fixed size or it can
include its own length field to indicate its size. The L/T field
of the enveloped Ethernet frame is not changed, to avoid any
risk of corrupting the Ethernet frame.
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Although particular embodiments of the invention and
various modifications have been described in detail, it
should be appreciated that numerous other modifications,
variations, and adaptations may be made without departing
from the scope of the invention as defined in the claims.

What is claimed is:

1. Amethod of communicating information packets to and
from a CSMA/CD (Carrier Sense Multiple Access with
Collision Detection) path via a bidirectional communica-
tions path, comprising the steps of:

coupling a first end of the communications path to the

CSMA/CD path via a first modem having a CSMA/CD
interface coupled to the CSMA/CD path;

communicating said information packets between the
CMSA/CD path and the first modem via said CSMA/
CD interface,

coupling a second end of the communications path to a
second modem;

communicating said information packets between the first
and second modem via the communications path using
half duplex communications controlled by the first
modem;

communicating control information for controlling said
half duplex communications via the communications
path from the first modem to the second modem: and

wherein the communications path comprises a two-wire
telephone subscriber line and wherein the modems
communicate said information packets via the line at
frequencies greater than telephone signal frequencies,
the method further comprising the steps of:
communicating telephone signals via the line; and
at each end of the line, combining telephone signals and
information packets to be communicated via the line,
and separating telephone signals and information
packets communicated via the line, using a diplexer.

2. Amethod as claimed in claim 1 and further comprising
the step of multiplexing signals of the first modem for
communicating information packets between the first
modem and a plurality of second modems.

3. A method of communication information packets to and
from a CSMA/CD (Carrier Sense Multiple Access with
Collision Detection) path via a bidirectional communication
path, comprising the steps of:

coupling a first end of the communications path to a first

modem;

communicating information packets between the CSMA/

CD Dath and the first modem via a CSMA/CD inter-
face;

coupling a second end of the communications path to a
second modem;

communicating information packets and control
information, for controlling operation of the second
modem, from the first modem to the second modem via
the communications path;

communicating information packets from the second
modem to the first modem via the communications path
under control of the control information;

the control information providing half duplex communi-
cations on the bidirectional communications path; and

wherein the communications path comprises a two-wire
telephone subscriber line and wherein the modems
communicate said information packets via the line at
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frequencies greater than telephone signal frequencies,

the method further comprising the steps of:

communicating telephone signals via the line; and

at each end of the line, combining telephone signals and
information packets to be communicated via the line,
and separating telephone signals and information
packets communicated via the line, using a diplexer.

4. Amethod as claimed in claim 3 and further comprising
the step of multiplexing signals of the first modem for
communicating information packets between the first
modem and a plurality of second modems.

5. Network access apparatus comprising:

a CSMA/CD (Carrier Sense Multiple Access with Colli-
sion Detection) interface for coupling to a CSMA/CD
path;

a second interface for coupling to a bidirectional com-
munications path;

a control unit for producing control information for con-
trolling another apparatus coupled to the communica-
tions path so that communications via the communica-
tions path take place in a half duplex manner;

a first buffer arranged to buffer information packets
received from the CSMA/CD path via the CSMA/CD
interface and to supply buffered information packets
via the second interface to the communications path;
and

a second buffer arranged to buffer information packets
received from the communications path via the second
interface and to supply buffered information packets to
the CSMA/CD path via the CSMA/CD interface.

6. Apparatus as claimed in claim 5 wherein the second
interface comprises a modem for communicating modulated
signals via the communications path.

7. Apparatus as claimed in claim 6 and including a
plurality of said first and second buffers for buffering infor-
mation packets for a plurality of bidirectional communica-
tions paths.

8. Network access apparatus comprising:

a CSMA/CD (Carrier Sense Multiple Access with Colli-
sion Detection) interface for coupling to a CSMA/CD
path;

a second interface for coupling to a bidirectional com-
munications path;

a buffer arranged to buffer information packets received
from the communications path via the second interface
and to supply buffered information packets to the
CSMA/CD path via the CSMA/CD interface;

a control unit; and

another buffer arranged to buffer information packets
received from the CSMA/CD path via the CSMA/CD
interface and controlled by the control unit to supply
buffered information packets via the second interface to
the communications path;

wherein the control unit is responsive to control
information, from another apparatus coupled to the
communications path, received from the communica-
tions path via the second interface for controlling said
another buffer so that communications via the commu-
nications path take place in a half duplex manner.

9. Apparatus as claimed in claim 8 wherein the second

interface comprises a modem for communicating modulated
signals via the communications path.

#* #* #* #* #*
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Access to a CSMA/CD (Carrier Sense Multiple Access with
Collision Detection) network is provided via a telephone
line by providing a master modem at the head end and a
slave modem at the subscriber end of the line. The master
modem provides a CSMA/CD interface to the network and
controls half duplex communications with the slave modem
via the line to avoid collisions of information packets on the
line. The information packets are enveloped in frames on the
line with error checking information; control information
between the modems is contained in the same and/or in
separate frames. The modulation method and signal band-
width can be varied depending on errors to provide optimum
communications capacity via any particular line, and a ratio
of upstream to downstream information packets can be
varied depending on buffer fills at the modems. The master
modem can be multiplexed for multiple lines. The modu-
lated signal frequencies are above telephone signal frequen-
cies so that each line can be frequency diplexed for simul-
taneous telephone communications.
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INFORMATION NETWORK ACCESS
APPARATUS AND METHODS FOR
COMMUNICATING INFORMATION
PACKETS VIA TELEPHONE LINES

This is a continuation of 09/251,939 U.S. Pat. No.
6,327,264, filed on Feb. 18, 1999, and issued on Dec. 4,
2001, which is further a continuation of 08/690,705 U.S. Pat.
No. 5,912,895, filed on May 1, 1996, and issued on Jun. 15,
1999. This application claims benefit of and priority to both
U.S. Pat. No. 6,327,264 and U.S. Pat. No. 5,912,895, which
are both incorporated by reference in their entirety herein.

This invention relates to information network access, and
is particularly concerned with apparatus and methods for
communicating information packets, generally referred to as
Ethernet frames, via two-wire lines such as telephone sub-
scriber lines.

BACKGROUND OF THE INVENTION

Computers and related devices are increasingly being
connected into networks for communications between the
devices. Typically, the networks comprise LANs (local area
networks) which provide communications among devices
within a relatively small geographical area different LANs
being interconnected via MANs (metropolitan area
networks) and WANs (wide area networks). This has
resulted in a global computer information network which is
generally known as the Internet. The term “Network™ is used
herein to refer generically to this global computer informa-
tion network and to any other network of computers and
related devices.

Different technologies can be used to facilitate commu-
nications on any LAN and throughout the Network, the most
common being Carrier Sense Multiple Access with Collision
Detection (CSMA/CD) technology. This is documented in
IEEE Standard 802.3 entitled “Carrier Sense Multiple
Access with Collision Detection (CSMA/CD) Access
Method and Physical Layer Specifications” which has been
adopted by the International Organization for Standardiza-
tion (ISO). The 802.3 Standard is based on the 1985 Version
2 Standard for Ethernet and, although there are some dif-
ferences including different use of a length/type field, the
two Standards are largely interchangeable and can be con-
sidered equivalent as far as this invention is concerned. The
term “CSMA/CD” is used herein to refer generically to this
technology. Using CSMA/CD, packets of data are commu-
nicated in frames that are generally referred to as Ethernet
frames. This term is also used herein, regardless of whether
the frames comply with the 802.3 Standard or the Ethernet
Standard (i.e. regardless of the value contained in the
length/type field of the frame).

The OSI (Open Systems Interconnection) reference
model established by the ISO defines packetized communi-
cations protocols in seven layers, of which Layer 1 is the
physical layer which is concerned with the physical inter-
faces between devices and the communications medium,
and Layer 2 is the data link layer which is concerned with
sending and receiving blocks of data together with informa-
tion for example for synchronization and error and flow
control. For LANSs, the data link layer is generally consid-
ered as comprising two sub-layers, referred to as the LLC
(logical link control) layer and the MAC (medium access
control) layer. The LLC layer (Layer 2) is addressed by
IEEE Standard 802.2. The CSMA/CD Standards address
communications at the MAC and physical layers (Layers 2
and 1).
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A particularly convenient and popular physical medium
for LAN communications is twisted pair wiring as is com-
monly used for telephone communications. Such wiring
typically consists of 0.4 mm to 0.6 mm diameter (26 AWG
to 22 AWG) unshielded wires twisted together in pairs in a
multipair cable. For example, one of the options for the
physical layer documented for CSMA/CD is referred to as
10BASE-T and provides baseband communications at a data
rate of 10 Mby/s over twisted pair wiring. The performance
specifications are generally met by up to 100 m (meters) of
0.5 mm telephone twisted pair wire without the use of a
repeater. Longer wiring lengths are permitted as long as the
performance specifications, in particular a maximum delay,
are met.

Accordingly, devices that are located relatively close to
one another, for example within a building, can be relatively
easily connected in a LAN using twisted pair wiring. For
CSMA/CD communications via the LAN and for access to
the Network, each device is easily equipped with an Ethernet
interface card, which is connected via a respective twisted
pair of wires to a repeater or CSMA/CD hub, and with
TCP/IP (Transmission Control Protocol/Internet Protocol)
software that handles the packetized communications at
Layers 3 and 4 of the OSI model (Network and Transport
Layers, respectively).

Increasingly, access to the Network is required from
devices that are relatively distant from existing Network
facilities. For example, such devices may be located within
residences and small businesses, and they may be isolated
computers or they may be connected in a LAN that is not
connected to the rest of the Network. Such devices may for
example comprise general-purpose computers or specific-
purpose devices such as a Network browser, game machine,
and/or entertainment device, and may also comprise related
and/or ancillary equipment such as workstations, printers,
scanners, bridges, routers, etc. that it may be desired to
connect to the Network. The generic term “terminal device”
and its abbreviation “TD” is used below to embrace all such
devices.

It is known to provide for access to the Network from a
relatively distant terminal device, or TD, via a communica-
tions path between a router on the Network and the distant
TD, the communications path typically being constituted by
a telephone line.

A simple form of such a communications path is a serial
link comprising modem communications via a conventional
two-wire telephone line. At Layers 1 and 2 of the OSI model
the CSMA/CD communication, which can not be used on
the serial link because of its length and characteristics, is
replaced for the communication with each distant TD by
modem communications via the respective telephone line
and a point-to-point protocol, such as PPP (Point to Point
Protocol) or SLIP (Serial Link Internet Protocol). Currently,
modem communications generally provide a maximum data
rate of 28.8 kb/s, and may typically operate in practice at
lower, fall-back, data rates such as 19.2 or 14.4 kb/s. Such
data rates are increasingly insufficient to meet demands
imposed on communications for Network access, in particu-
lar for rapid downloading of relatively large amounts of
data, e.g. for graphics. In addition, use of such modem
communications prevents simultaneous use of the telephone
line for telephone communications. Furthermore, such a
communications path is set up as a dialled connection via the
public switched telephone network (PSTN), which involves
the inconvenience to the distant TD user of having to
establish the dialled connection and the disadvantage of long
connection times via the PSTN.
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An alternative form of telephone communications path
comprises an ISDN (Integrated Services Digital Network)
telephone line. This provides two 64 kb/s B-channels each of
which can be used for carrying voice communications or
data A'TD can be connected to the ISDN line via a terminal
adapter, which can thereby provide a total bit rate of 128
kb/s for data on both B-channels, or 64 kb/s for data on one
B-channel simultaneously with digital telephone voice com-
munications on the other B-channel. While this provides a
significant increase in data rate compared with using a
conventional two-wire telephone line, it requires an ISDN
telephone line which, in the relatively limited areas in which
it is available, involves additional cost, and the connection
still has the disadvantage of being a dialled connection via
the telephone network. In addition, a terminal adapter is
generally more costly than a modem. Furthermore, even data
rates of 64 kb/s or 128 kb/s are likely to be increasingly
insufficient with evolution of the Network.

Higher speed telecommunications lines may be available
for lease to provide high data rate communications, but these
are not economical for TDs in residences and most small
businesses. Cable modems have also been proposed for
providing Network access via coaxial (coax) or hybrid
fiber-coax (HFC) cable television distribution networks that
provide bidirectional communications. While such propos-
als offer the possibility of high data rates, they are also
limited to their own serving areas and are likely to involve
relatively high costs for both the modem equipment and the
ongoing use of the service.

Accordingly, there is an increasing need to facilitate
access from terminal devices to the Network at relatively
low cost both for equipment and ongoing service, that is not
restricted to particular areas, that provides for high data
rates, and that desirably does not preempt telephone com-
munications or require long connection times via the PSTN.
An object of this invention is to address this need.

SUMMARY OF THE INVENTION

According to one aspect, this invention provides a method
of communicating information packets to and from a
CSMA/CD (Carrier Sense Multiple Access with Collision
Detection) path via a bidirectional communications path,
comprising the steps of coupling a first end of the commu-
nications path to a first modem; communicating information
packets between the CSMA/CD path and the first modem
via a CSMA/CD interface: coupling a second end of the
communications path to a second modem; communicating
information packets and control information, for controlling
operation of the second modem, from the first modem to the
second modem via the communications path; and commu-
nicating information packets from the second modem to the
first modem via the communications path under control of
the control information; the control information providing
half duplex communications on the bidirectional communi-
cations path.

The half duplex communications, which can alternatively
be considered as time division duplex or time compression
multiplex communications, avoid collisions or interference
between information packets communicated in the two
directions of communication on the communications path by
ensuring that the communications in the two directions take
place at different times.

Preferably each step of communicating information pack-
ets comprises enveloping them in information frames which
also comprise error check fields for error checking of at least
the enveloped information packets. Information relating to
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operation of the modems, such as the control information
from the first modem to the second modem and response
information from the second modem to the first modem, can
be included in at least some of the information frames and/or
in further frames which comprise this information and an
error check field for error checking of at least this informa-
tion.

Preferably each information packet communicated
between the modems via the communications path com-
prises at least address, length, and data fields of an Ethernet
frame communicated via the CSMA/CD path, it desirably
also comprises a frame check sequence of the respective
Ethernet frame, and may further comprise a preamble and
start frame delimiter of an Ethernet frame.

Advantageously, the communications path comprises a
two-wire telephone subscriber line and the modems com-
municate said information packets via the line at frequencies
greater than telephone signal frequencies, the method further
comprising the steps of communicating telephone signals
via the line and, at each end of the line, combining telephone
signals and information packets to be communicated via the
line, and separating telephone signals and information pack-
ets communicated via the line, using a diplexer.

The method can further comprise the step of multiplexing
signals of the first modem for communicating information
packets between the first modem and a plurality of second
modems.

The method can further comprise the steps of monitoring
errors in communicating said information packets between
the first and second modems via the communications path,
and determining operations of the first and second modems
in dependence upon monitored errors. The step of determin-
ing operations of the moderns in dependence upon moni-
tored errors can comprise varying a signal bandwidth and/or
a modulation method of the modems. This enables an
optimum rate to be achieved for communicating information
packets via any particular two-wire line.

The method can further comprise the step of communi-
cating information packets between the second modem and
a second CSMA/CD path via a second CSMA/CD interface.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention will be further understood from the fol-
lowing description with reference to the accompanying
drawings, in which:

FIG. 1 schematically illustrates a known Network access
arrangement,

FIG. 2 illustrates the known format of an Ethernet frame;

FIG. 3 schematically illustrates a Network access arrange-
ment in accordance with an embodiment of this invention;

FIG. 4 schematically illustrates a Network access arrange-
ment providing for simultaneous telephone
communications, in accordance with another embodiment of
this invention;

FIG. 5 schematically illustrates a diplexer used in the
arrangement of FIG. 4;

FIG. 6 shows a graph illustrating frequency characteris-
tics related to the arrangement of FIG. 4;

FIG. 7 schematically illustrates a master modem provided
in the Network access arrangements of FIGS. 3 and 4;

FIG. 8 schematically illustrates a slave modem provided
in the Network access arrangements of FIGS. 3 and 4;

FIGS. 9 to 11 illustrate frame formats that can be used in
Network access arrangements in accordance with embodi-
ments of the invention;
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FIGS. 12 to 14 are flow charts with reference to which
operation of the master and slave modems is described; and

FIG. 15, which is on the same sheet as FIG. 8, schemati-
cally illustrates a combined unit which replaces a slave
modem and Ethernet interface provided in the arrangement
of FIG. 3.

DETAILED DESCRIPTION

FIG. 1 illustrates elements of a known arrangement for
access from a subscriber to the Network 10 via a conven-
tional two-wire telephone line 12. Subscriber equipment
includes a terminal device (TD) 14 which for example is
constituted by a personal computer (PC), and a modem 16
connected to the line 12 and for example providing a
maximum data rate of 28.8 kb/s. Although shown separately
from the TD 14, the modem 16 can instead be incorporated
therein. The modern 16 communicates with a modem in a
pool of dial-up modems 18 with a dialled connection which
is established in well-known manner via the PSTN 20 to
which the telephone line 12 is connected. The modems in the
modem pool 18 are connected via an Ethernet interface
(ENET I/F) 22 to a router 24 which is connected to the
Network 10 and hence can be considered to be a part of the
Network, the Network 10 generally being considered to
include all of the terminal devices connected to it.

An upper part of FIG. 1 illustrates protocols in accordance
with which the arrangement operates. TCP/IP operates at
OSI Layers 3 and 4 end-to-end throughout the entire Net-
work and access arrangement, with TCP/IP software running
on the TD 14. At the MAC layer of OSI Layer 2, commu-
nications in the access arrangement between the Ethernet
interface 22 and the TD 14 operate in accordance with a
point-to-point protocol such as PPP or SLIP, and commu-
nications between the Ethernet interface 22 and the Network
10, and within the Network 10, comprise Ethernet frames as
described below with reference to FIG. 2. These frames can
be carried in a wide variety of forms and via various physical
media, for example as the Ethernet frames themselves on a
CSMA/CD LAN, in ATM (asynchronous transfer mode)
cells, in SONET (synchronous optical network) formats, and
so on. For communications between the Network 10 and the
TD 14, the router 24 converts between the Ethernet frames
of the Network and the serial communications on the line 12
between the modems 16 and 18.

A generally similar arrangement to that of FIG. 1 is
provided in the event that the telephone line is an ISDN line,
except that the modem 16 is replaced by an ISDN terminal
adapter and communications on the line are digital at a rate
that can be 64 or 128 kby/s.

FIG. 2 illustrates the Ethernet frame at the MAC layer. It
consists of, in order, a preamble field of 7 bytes or octets (8
bits) of alternating 1s and Os starting with a 1; a start frame
delimiter (SFD) field of 1 byte having the sequence
10101011; a destination address field of 6 bytes: a source
address field of 6 bytes: a length or type field of 2 bytes
described further below; a data field of 46 to 1500 bytes, and
a frame check sequence (FCS) field of 4 bytes or octets
constituted by a CRC (cyclic redundancy check) of the data
packet constituted by the address, length or type, and data
fields. Data of less than 46 bytes in a frame is padded to the
minimum data field size of 46 bytes. In accordance with the
802.3 Standard, the length or type field represents the length
of data in the data field up to the maximum of 1500 bytes.
In accordance with the Ethernet Standard, the length or type
field is a value greater than 1500 that represents the type of
data packet, and IP data packets are identified by one specific
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type value in this field. Thus the two Standards are different
but inter-operable in this respect. It follows from this format
that each frame comprises a data packet of from 60 to 1514
bytes, together with overhead (preamble, SFD, and FCS
fields) of 12 bytes.

In accordance with the CSMA/CD Standards, the bits of
each Ethernet frame are communicated using Manchester
coding (a 1 bit is encoded as a 01 sequence, and a O bit is
encoded as a 10 sequence, in each case with a transition in
the middle of the bit period) at a predetermined data rate
which is typically 10 Mb/s. Any terminal device connected
to a CSMA/CD LAN can transmit a frame to the LAN
(Multiple Access) in accordance with a contention scheme
which is summarized by the following steps:

1. Monitor the LAN (Carrier Sense).
2. When the LAN is idle, transmit.

3. While transmitting, monitor the LAN for a collision
(Collision Detection) by comparing transmitted bits
with what is received from the LAN.

4. When a collision is detected, continue transmitting for
a short period so that all TDs on the LAN detect the
collision (this is referred to as jamming). Wait a random
period of time determined by a binary exponential
back-off algorithm, then return to step 1 for retrans-
mission.
The minimum and maximum Ethernet frame size, predeter-
mined data rate, and characteristics and lengths of segments
of the LAN are inter-related in a manner that ensures
effective operation of this contention scheme. For a
10BASE-T LAN using twisted pair wiring, as explained in
the background of the invention this results in a maximum
segment length of the order of 100 meters.

The two-wire telephone line 12 in the arrangement of
FIG. 1 is constituted by twisted pair wiring, but has a length
which is invariably much greater than 100 meters. Typically
the length may be a maximum of about 5500 meters, with an
average length for telephone lines in North America of the
order of 1700 meters. These lengths are much greater than
the approximate 100 meter maximum for a 10BASE-T
LAN, and propagation delays make it impossible for the
contention scheme outlined above to operate over such
distances of twisted pair wiring. Even if this were not the
case, signal attenuation over these distances of twisted pair
wiring would make it very difficult to provide any reliable
detection of collisions. Accordingly, it is not practical to use
CSMA/CD on the telephone line 12. Instead, the serial link
point-to-point protocols are used in conjunction with the
modems 16 and 18 as discussed above to provide Network
access, with the data rate and other limitations discussed in
the background of the invention.

FIG. 3 illustrates a Network access arrangement in accor-
dance with an embodiment of this invention which is
described first below, and also illustrates variations of this
which are described subsequently below.

In FIG. 3, a TD 14 of a subscriber is again connected to
the Network 10 via a two-wire telephone subscriber line 12
which in this arrangement, as in the arrangement of FIG. 1,
is not being used for telephone communications. The TD 14
in this arrangement is connected to the line 12 via an
Ethernet interface (ENET I/F) 30 and a modem 32. The
interface 30 is a conventional Ethernet interface which,
although shown separately from the TD 14 in FIG. 3, can be
conveniently incorporated into the TD 14 either on a plug-in
card or as a permanent part of the TD 14. The interface 30
is the same as would be provided for connecting the TD 14
directly to a CSMA/CD LAN. The modem 32 has a form for
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example as described in detail below with reference to FIG.
8, and has an Ethernet interface that is connected to the
interface 30, and a two-wire line interface that is connected
to the line 12. Conveniently, the connection between the
Ethernet interface 30 and the modem 32 is a 10BASE-T
connection using twisted pair wiring. The modem 32 is
referred to below as a slave modem as explained further
below. The Ethernet interface 30 provides a Network
address for the TD 14 as is well known. Similarly, the
Ethernet interface within the modem 32 provides this with a
Network address. Although the slave modem 32 is shown
separately from the interface 30 and the TD 14, the modem
32 can be physically combined with the Ethernet interface
30 for example as described below with reference to FIG.
15, and can be incorporated into the TD 14.

At its other end, for example at a PSTN central office
(CO) or remote terminal (RT), the two-wire telephone line
12 is connected to a modem 34 which is referred to as a
master modem and an example of which is described below
with reference to FIG. 7. The modem 34 also has a
10BASE-T Ethernet interface which provides the master
modem with a Network address. This interface is connected
via twisted pair wiring 36, an Ethernet switch 38, and a
router 40 to the rest of the Network 10 in known manner. As
is well known, functions of the switch 38 and router 40 can
be combined in a single device referred to as a brouter.

An upper part of FIG. 3 illustrates in a similar manner to
FIG. 1, protocols in accordance with which the Network
access arrangement operates. As in the arrangement of FIG.
1, TCP/IP operates at OSI Layers 3 and 4 end-to-end
throughout the entire Network and access arrangement, with
TCP/IP software running on the TD 14. At the MAC layer,
communications within and between the Network 10, router
40, switch 38, and master modem 34 comprise Ethernet
frames as described above. Similarly, communications
between the slave modem 32 and the Ethernet interface 30
comprise Ethernet frames as described above, and the TD 14
operates in exactly the same known manner as it would if the
interface 30 were connected directly to a LAN.

Communications between the master modem 34 and the
slave modem 32 are carried out in accordance with a new
point-to-point protocol which uses collision avoidance to
communicate Ethernet frames between the modems. This
protocol is described below and for convenience is referred
to herein as ECAP (Ethernet frame Collision Avoidance
Protocol). It is observed that this protocol operates only
between the modems 32 and 34, and hence need not be
known to, and does not change the operation of, the TD 14
or the rest of the Network 10. The protocol and modems
simply serve to replace a direct (short-distance) connection
between the interface 30 and the twisted pair wiring 36 by
a remote connection via the (much greater distance) two-
wire line 12. Thus although as described here the line 12 is
a telephone subscriber line, it can be appreciated that the
same arrangement of master and slave modems operating in
accordance with this new protocol can be used to commu-
nicate Ethernet frames via any twisted pair wiring which is
too long to permit conventional 10BASE-T or similar LAN
interconnections.

FIG. 3 also illustrates a management device 42, for
example a computer, coupled to the Ethernet switch 38 for
providing operations, administration, management, test, and
other functions relating to the communications in known
manner. In order to provide communications via multiple
lines 12 to multiple subscribers, preferably the master
modem 34 contains multiplexing functions as described
below with reference to FIG. 7, and other master modems,
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one of which is illustrated in FIG. 3 and referenced 34", are
connected to the switch 38 similarly to the modem 34.

At the subscriber, one or more further arrangements of a
slave modem 32', Ethernet interface 30', and TD 14' can be
similarly connected to the same two-wire line 12 as shown
by a dashed line connection 44. Alternatively (or in
addition), and generally more desirably, as shown by a
dashed line connection 46 the 10BASE-T connection of the
slave modem 32 can be connected to a bridge 48 of known
form, to which a plurality of TDs 14" can be connected via
their respective Ethernet interfaces (E I/Fs) in known man-
ner to provide a subscriber LAN. These arrangements can be
extended as desired in known manner.

It can be seen from the above description that embodi-
ments of the invention are centered on the arrangement and
functioning of the modems 32 and 34. Before describing
embodiments of these in detail, a further Network access
arrangement is described below with reference to FIG. 4.
This further arrangement illustrates that the communications
on each line 12 can comprise not only the data communi-
cations for the Network as described herein but also con-
ventional telephone communications.

Referring to FIG. 4, this illustrates the master and slave
modems 34 and 32 respectively, with 10BASE-T interfaces
to twisted pair wiring 36 and 46 respectively as described
above, coupled via a two-wire subscriber line 12 which also
serves for conventional telephone connections between a
subscriber telephone 51 and a telephone CO or RT 50
connected to the PSTN. To this end, a passive diplexer 52 is
provided at each end of the two-wire line 12, the two
diplexers 52 conveniently having the same form and being
for example as described below with reference to FIG. 5.
Thus at a head end of the line 12 the CO or RT 50 and the
master modem 34 are connected via a diplexer 52 to the line
12, and at a subscriber end of the line 12 the subscriber
telephone 51 and the slave modem 32 are connected to the
line 12 via a diplexer 52. As also shown in FIG. 4, the master
modem 34 can be multiplexed for other telephone subscriber
lines 12' to which it is similarly connected via respective
diplexers 52'. It can be appreciated that diplexers can be
similarly provided in the arrangement of FIG. 3 to permit
simultaneous telephone and Network communications.

FIG. 5 illustrates a simple form of the diplexer 52, which
comprises a d.c. and low pass filter (LPF) 54 between a
two-wire connection to the line 12 and a two-wire connec-
tion to the telephone 51 or CO or RT 50, and a d.c. isolator
and high pass filter (HPF) 56 between the two-wire connec-
tion to the line 12 and a two-wire connection to the modem
32 or 34. As illustrated in FIG. §, the LPF 54 can comprise
one or more balanced filter sections comprising series induc-
tors (which pass the telephone loop current) and shunt
capacitors, and the HPF 56 can comprise two series capaci-
tors having a capacitance such that they do not represent a
significant load to the line 12. More complicated forms of
diplexer 52 can be provided as desired.

The graph in FIG. 6 illustrates the low frequency spec-
trum 60 of analog telephony signals, and two high frequency
spectra 62 and 64 for Network communications. A desirable
response 66 for the LPF 54 of the diplexer 52 separates the
low frequency telephony signals on the two-wire line 12
from the Network communications signals on the same line
12. It can be seen from this illustration that the telephony and
Network communications signals occupy substantially dif-
ferent frequency bands and hence are easily separated by the
diplexers 52.

In FIG. 6, the spectra 62 and 64 relate to two different
signal bandwidths which can be used for the Network
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communications. For example, the relatively wide band-
width spectrum 62 can correspond to a modulation method
with a symbol or clock rate of 3 MHz, and the relatively
narrower bandwidth spectrum 64 can correspond to a modu-
lation method with a symbol or clock rate of 300 kHz. Other
signal bandwidths, not shown, can be similarly provided.
The use of different bandwidths and modulation methods is
described further below.

FIG. 7 illustrates a form of the master modem 34, includ-
ing optional but desirable multiplexing for a plurality of
two-wire lines. The master modem includes an Ethernet
interface 70 of known form providing a 10BASE-T connec-
tion to the twisted pair wiring 36 and providing (for example
from a read-only memory within the interface 70) a Network
address for the master modem. The interface 70 is connected
to a control unit 72 of the master modem, to the input of a
FIFO (first in, first out) buffer 74 for buffering downstream
Ethernet frames supplied from the Network via the wiring
36 and the interface 70, and to the output of a FIFO buffer
76 for supplying upstream Ethernet frames via the interface
70 and the wiring 36 to the Network. An output of the buffer
74 is coupled via a modulator 78 and a downstream demul-
tiplexer 80 (constituted by switches) to a respective one of
the multiplexed two-wire lines 12 via a respective isolating
transformer (TR) 82, the output of the modulator 78 pro-
viding a matched termination for the line 12. An upstream
multiplexer 84 (constituted by switches) has inputs also
coupled to the lines 12 via the transformers 82, and has an
output coupled via a high pass filter (HPF) 86 which
provides a matched termination for the respective line 12 to
which it is connected via the multiplexer 84. An output of the
HPF 86 is connected to an input of a demodulator 88 having
an output connected to an input of the buffer 76. The
transformers 82 can also provide a balun function between
the balanced lines 12 and the demultiplexer 80 and multi-
plexer 84.

The demultiplexer 80 and multiplexer 84 are addressed by
the control unit 72 via address lines 90 and 92 respectively
to provide downstream frames to and to receive upstream
frames from respective ones of the lines 12. The addresses
on the lines 90 and 92 are generally different for efficient
data flow in the downstream and upstream directions, but
they can be the same for example for loopback testing of a
slave modem 32. To provide different logical buffers for
frames in the buffers 74 and 76 associated with the respec-
tive lines 12, the buffers 74 and 76 are also addressed via the
address lines 90 and 92 respectively. A store 94 is also
addressed with the upstream multiplexer address on the lines
92 to provide to the demodulator 88 stored data, such as echo
cocfficients and signal amplitude level, relating to the
respective line 12 to facilitate fast acquisition (recognition of
the preamble of a frame) by the demodulator 88. A store 95
is similarly addressed with the downstream demultiplexer
address on the lines 90 to provide to the modulator 78 stored
data to determine a signal transmission level and possibly
frequency characteristics for the respective line 12. Infor-
mation for the stores 94 and 95 is determined, and the stores
are updated, by the control unit 72 in known manner. Control
lines 96 and 98 are provided between the control unit 72 and
the modulator 78 and demodulator 88 respectively for
communicating control information.

FIG. 8 illustrates a complementary form of a slave modem
32. The slave modem includes an Ethernet interface 100 of
known form providing a 10BASE-T connection to the
twisted pair wiring 46 and providing (for example from a
read-only memory within the interface 100) a Network
address for the slave modem. The interface 100 is connected
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to a control unit 102 of the slave modem, to the input of a
FIFO buffer 104 for buffering upstream Ethernet frames
supplied from the TD via the wiring 46 and the interface
100, and to the output of a FIFO buffer 106 for supplying
downstream Ethernet frames via the interface 100 and the
wiring 46 to the TD. An output of the buffer 104 is coupled
via a modulator 108, a current generator 110, and an
isolating transformer 112 to the two-wire line 12. The
transformer 112, which can also provide a balun function for
the balanced line 12, is also coupled via a high pass filter 114
and a demodulator 116 to an input of the buffer 106. The
current generator 110 provides a high output impedance to
avoid loading of the line 12, and the HPF 114 provides a
matched termination of the line 12, so that these can both be
connected to the line 12 without any switching. This enables
loopback testing of the line 12 from the control unit 102.
Control lines are provided between the control unit 102 and
the buffers 104 and 106, modulator 108, and demodulator
116.

It can be appreciated that, apart from the functions related
to the multiplexing and switching for a plurality of lines 12,
and the operation of the modems as described below, the
master modem 34 and the slave modem 32 are similar, and
the arrangement of the slave modem shown in FIG. 8 could
also be used as a master modem for a single line 12.

In cach of the modems 32 and 34 the modulator,
demodulator, and related functions are conveniently imple-
mented in known manner using one or more DSPs (digital
signal processors) with analog-digital conversion in known
manner. DSPs can be conveniently controlled to provide an
arbitrary number of different signal bandwidths for example
as illustrated by the spectra 62 and 64 in FIG. 6. Conve-
niently the DSPs provide a common lower frequency limit
of about 10 kHz for all of the signal bandwidths as shown
in FIG. 6, with the different bandwidths being determined by
the symbol or clock rate as described above. The particular
modulation method that is used is relatively arbitrary, but
conveniently the DSPs in the modems are programmed to
select any of a plurality of modulation methods, for example
16QAM (quadrature amplitude modulation), QPSK
(quadrature phase shift keying), and BPSK (binary phase
shift keying), providing different numbers of bits per sym-
bol. These particular methods and numbers are given only
by way of example, and other modulation methods, such as
VSB (vestigial sideband), carrierless amplitude-phase, and
DMT (discrete multi-tone) modulation, may be used instead,
numerous different numbers of bits per symbol may be used,
and the signal bandwidths may be arbitrarily defined (e.g.
with different low-frequency cutoffs) as desired.

The master and slave modems communicate Ethernet
frames downstream (from the master modem 34 to the slave
modem 32) and upstream (from the slave modem 32 to the
master modem 34) in a manner described in detail below.
Briefly, this communication involves half-duplex transmis-
sion using a collision avoidance protocol (ECAP) in which
the master modem 34 has priority and control over the slave
modem 32. Thus the master modem 34 determines when to
send information downstream via the line 12, and informs
the slave modem when it is permitted to send information
upstream via the line 12. To facilitate these communications,
the information sent via the line 12 comprises not only the
data packets of Ethernet frames for Network communica-
tions but also control packets downstream and response
packets upstream between the master and slave modems.
These packets are incorporated into ECAP frames examples
of which are described below with reference to FIGS. 9 to
11. The control units 72 and 102 in the master and slave
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modems perform the necessary conversions between the
Ethernet frames and ECAP data frames, and generate and
respond to the ECAP control and response frames.

FIG. 9 illustrates an ECAP data frame which comprises
overhead information O/H, followed by an Ethernet frame in
exactly the same form as described above with reference to
FIG. 2, followed by a check sequence CHK. The O/H field
for example consists of a few bytes comprising a preamble
and start-of-frame (SOF) indication of a suitable form for
the modulation method in use by the master and slave
modems, possibly followed by other information such as an
ECAP frame sequence number for frame identification in
known manner (e.g. for identifying frames for acknowledge-
ment or retransmission). The check sequence CHK conve-
niently comprises a CRC sequence which can be produced
in exactly the same manner as the FCS field of the Ethernet
frame, the CRC operating on all of the information in the
ECAP frame following the SOF indication up to and includ-
ing the FCS at the end of the Ethernet frame. Thus as shown
in FIG. 9 the Ethernet fame is enveloped, intact and without
any change, within the ECAP frame.

Alternatively, as illustrated in FIG. 10, the preamble and
SFD fields can be stripped from the Ethernet frame and only
the remainder of the Ethernet frame (i.e. the data packet and
FCS field) incorporated into the ECAP frame between the
overhead field O/H and the check sequence CHK. In this
case the preamble and SFD fields of the Ethernet frame are
stripped for example by the control unit of whichever of the
master and slave modems 34 and 32 is sending the frame,
and is reinserted by the control unit of the receiving one of
the modems 34 and 32 for forwarding the Ethernet frame to
the respective Ethernet interface. This reduces slightly the
amount of information to be transmitted via the line 12.
Further reductions are possible if for example the pad, used
for increasing data packets of less than 46 bytes to the
minimum data field size of an Ethernet frame, can also be
identified, stripped prior to sending the remainder of the
frame between the modems 34 and 32, and reinserted at the
receiving modem. However, it may be more desirable for the
modems 34 and 32 always to communicate the entire data
packet and FCS field of each Ethernet frame intact, to avoid
risk of corrupting the Ethernet frame contents.

Thus whereas transmission of undersized frames is not
possible in a CSMA/CD arrangement because of the nature
of the contention scheme (they are generally interpreted as
collisions), in this ECAP scheme collisions are avoided by
the protocol between the master and slave modems so that
short frames are not only permitted but can be desirable
because they reduce the amount of information that must be
communicated via the line 12.

To this end, FIG. 11 illustrates an ECAP control frame
comprising a control packet to be communicated from the
master modem 34 to the slave modem 32. The control frame
comprises an initial overhead field O/H as described above,
followed by a control packet described below, and the check
field CHK providing a CRC sequence for all of the infor-
mation in the ECAP frame following the SOF indication up
to the end of the control packet. The control packet com-
prises destination and source address fields, a length/type
field L/T, and a control field which is generally much shorter
than the minimum 46 byte data field of an Ethernet frame
and whose length is given by the contents of the field L/T.
For such a control packet the destination and source
addresses are the Network addresses of the slave modem 32
and the master modem 34, respectively.

Conversely, an ECAP response frame can have the same
form as the control frame shown in FIG. 1, except that it
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contains a response field instead of the control field and the
destination and source addresses are exchanged because the
response frame is communicated from the slave modem 32
to the master modem 34.

Other ECAP frame formats can alternatively be provided
to suit particular situations; for example for convenience or
simplicity the control and response frames can have a fixed
size and can be the same size as a data frame containing a
minimum-size data packet. In addition, although as
described here by way of example the control frames are
separate from the data frames, control information can
instead be incorporated into the ECAP data frames, desir-
ably keeping the enveloped Ethernet frame contents intact,
for example as an additional part of the overhead field O/H
or between the CRC fields FCS and CHK.

The following description of an example of the collision
avoidance protocol, with reference to FIGS. 12 to 14,
assumes for simplicity and clarity that the master modem 34
typically sends a single data frame followed by a control
frame downstream, and then waits for a response from the
slave modem 32, and that the slave modem waits for these
downstream frames and then typically sends a response
frame followed by a single data frame upstream. It also
assumes for simplicity that there is only one slave modem 32
connected to the line 12. Various modifications and exten-
sions of this protocol, for example to accommodate multiple
slave modems 32 connected to the same line 12, can be
contemplated and some variations are described later below.

FIG. 12 illustrates a downstream transmitting flow chart
for the master modem 34, and FIG. 13 illustrates an
upstream receiving flow chart for the master modem 34, the
master modem 34 being assumed here simply to alternate
between the transmitting and receiving states for communi-
cations with a single slave modem 32. As already described,
the master modem 34 can provide multiplexed operations
for a plurality of slave modems, so that in practice the
transmitting and receiving processes can take place simul-
taneously and independently in a multiplexed manner for a
plurality of slave modems. FIG. 14 illustrates a downstream
receiving and upstream transmitting flow chart for the slave
modem 32. The operations in the modems in each case take
place under the control of the respective control unit 72 or
102, and the master and slave modems differ in the manner
in which these units operate as described below.

Referring to FIG. 12, in the transmitting sequence of the
master modem 34 its control unit 72 initially determines in
a decision 120 whether the downstream buffer 74 (for the
respective line 12 and slave modem 32) is empty. If not, i.c.
if there is at least one Ethernet frame to be sent from the
buffer 74, then at a block 121 the next frame to be sent
downstream from the buffer 74 is transmitted in an ECAP
data frame as described above. At a block 122 the control
unit 72 then sends a control frame as described above, and
sets a timer for a response from the slave unit. In the event
that the buffer 74 is empty as determined in the decision 120,
then in a decision 123 the control unit 72 determines whether
or not to send a control frame, if so proceeds to the block 122
to send a control frame, and if not returns to the start of the
transmitting sequence. The decision 123 whether or not to
send a control frame may depend upon various parameters
which are monitored by the control unit 72, such as the fill
state of the upstream receiving buffer 76, the state of the
slave modem and the fill state of its upstream transmitting
buffer 104, and the time since the previous control frame
was sent to the slave modem. The contents of the control
frame can comprise, for example, a request (poll) for the
slave modem to transmit a frame of data upstream, a request
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for retransmission by the slave modem of a previous frame
that has not been received correctly as determined by its
check field CHK, control information such as operating
parameters for the slave modem, and/or a request for status
information, such as the fills of the buffers 104 and 106,
from the slave modem.

Referring now to FIG. 14, at a block 140 the control unit
102 of the slave modem 32 initially waits for a frame to be
received from the master modem 34. This waiting, and the
subsequent operation of the slave modem in response to a
received frame and operation of the master modern, ensures
that collisions on the line 12 are avoided by giving control
of the ECAP frames on the line 12 entirely to the master
modem 34. In response to receipt of a downstream frame
from the master modem 34, the control unit 102 of the slave
modem determines in a decision 141 from the field CHK
whether the frame has been received properly and, if not, at
a block 142 sets a status flag to request retransmission of the
frame and returns to the wait block 140. If the frame has
been properly received the control unit 102 proceeds to a
decision 143.

In the decision 143 the control unit 102 determines
whether or not the destination address in the received frame
is the address of the slave modem, and hence whether the
frame is a control frame or a data frame. If the frame is
determined to be a data frame, then in a block 144 the
control unit 102 sets a status flag for acknowledgement of
the frame, and in a block 145 the data frame is stored in the
buffer 106 and a return is made to the wait block 140.

If in the decision 143 the frame is determined to be a
control frame, then in a block 146 the control unit 102
generates and sends a response frame upstream to the master
modem. The contents of the response frame depend on the
nature of the received control frame and the status of the
slave modem, but for example can include status
information, an acknowledgement of the received data
frame (based on the acknowledgement status flag), a request
for retransmission of an incorrectly received frame (based
on the retransmission status flag), and buffer fills of the
buffers 104 and 106. In a decision 147, the control unit 102
then determines whether a data frame is to be sent upstream,
i.e. whether the received downstream control frame included
a retransmission request or a poll for an upstream data frame
and such a data frame is available in the upstream transmis-
sion buffer 104. If so, at a block 148 the control unit 102
sends the requested data frame from this buffer 104 upstream
to the master modem. After the block 148, or if no upstream
frame is to be sent as determined in the decision 147, a return
is made to the wait block 140.

Referring now to FIG. 13, after the downstream trans-
mitting sequence described above with reference to FIG. 12
the control unit 72 in the master modem 34 waits, as shown
by a block 130, for an upstream frame to be received or for
the timer (set at block 122) to time out. If an upstream frame
is received, then in a decision 131 the control unit 72
determines from the field CHK whether the frame has been
received properly and, if so, proceeds to a decision 132. In
the event that the timer times out in the block 130 or the
frame is incorrectly received as determined in the decision
131, then in a block 133 the control unit 72 updates a record
of the communications status of the master modem with the
slave modem. This status record contains various parameters
of the communications such as those already discussed, for
example the status of acknowledgements and retransmission
requests, buffer fills, and operating parameters of the
modems.

In the decision 132 the control unit determines, from the
destination address of the received upstream frame and in
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accordance with its expectations based on the status of the
communications, whether this is a response frame (i.e. the
destination address is the address of the master modem) as
expected first from the slave modem, or a data frame for
which a poll or retransmission request has been sent to the
slave modem as described above, or whether the frame does
not have the expected form (e.g. it is a data frame when a
response frame is expected). In the latter case the commu-
nications status is updated in the block 133, and the control
unit 72 proceeds in a manner dependent upon the updated
status. For example, from the block 133 the control unit
returns from the upstream receiving sequence of FIG. 13 to
the downstream transmitting sequence of FIG. 12, and can
send a control frame requesting retransmission of an
upstream frame for which there has been a timeout from the
block 130, a CRC error as determined in the decision 131,
or an unexpected frame as determined in the decision 132.

On receipt of an expected response frame, in a block 134
the communications status is updated accordingly, and in
dependence upon a decision 135 either a return is made to
the block 130 for a data frame expected following the
response frame (a data frame is expected if it has been
requested from the slave modem and the response frame has
not indicated that the upstream transmitting buffer 104 is
empty; the timer for the block 130 can be reset as desired)
or the receiving sequence ends if no subsequent data frame
is expected. On receipt of an expected data frame as deter-
mined in the decision 132, in a block 136 the control unit 72
sets a status flag for acknowledgement of the frame, and in
a subsequent block 137 the received data frame is stored in
the upstream receiving buffer 76 and the receiving sequence
ends. As already described above, at the end of the upstream
receiving sequence the control unit 72 of the master modem
34 returns to the start of the downstream transmitting
sequence already described.

The collision avoidance protocol as described above
provides for an approximate one-to-one ratio of downstream
and upstream Ethernet frames, and gives priority to the
master modem and the transmission of downstream frames.
This is desirable because the modem arrangement has no
control over the supply from the Network of Ethernet frames
incoming to the buffer 74, and it is desirable to avoid
overflow of this buffer which would result in a loss of data
frames. Such a data frame loss can be accommodated by the
TCP/IP operating at Layers 3 and 4 of the OSI model, but
this is preferably avoided.

The same principles apply for upstream Ethernet frames
incoming to the buffer 104 from the TD 14, but in this case
overflow of the buffer 104 can be prevented by the Ethernet
interface 100 of the slave modem 32, under the control of the
control unit 102 in the event that the buffer 104 is about to
overflow, jamming the 10BASE-T connection on the wiring
46 by transmitting a dummy signal to it. As discussed in the
introduction, jamming is a well-known process for ensuring
that a collision detected at one device on a CSMA/CD LAN
is also detected by all other devices on the LAN, but in this
case the jamming is triggered differently, by the potential
overflow of the buffer 104. The jam or artificially created
collision on the wiring 46 is detected by the TD 14 con-
nected to this wiring, and the TD backs off for subsequent
retransmission of the Ethernet frame in known manner. In
this manner, a loss of upstream data frames due to overflow
of the buffer 104 is avoided. The same situation can take
place in the event that the wiring 46 is connected to the
bridge 48 on a subscriber LAN as described with reference
to FIG. 3, but in this case either the bridge 48 must be a
learning bridge to avoid passing to the slave modem 32 via
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the wiring 46 subscriber LAN frames not intended for
upstream transmission, or such a learning function must be
incorporated into the slave modem itself, otherwise jamming
of all frames on the subscriber LAN will occur when the
buffer 104 is about to overflow.

To reduce the possibility of buffer overflow, especially of
the buffer 74, the collision avoidance protocol described
above can provide dynamic variation of the ratio of the
numbers of downstream and upstream frames, for example
in dependence upon the fills of the buffers. The buffer fills
are monitored as described above by the control unit 72,
either directly in the case of the master modem 34 or via
status information in response frames from the slave modem
32. If the fill of the buffer 74 is increasing, then the master
modem can simply send a plurality of data frames down-
stream instead of each single data frame as described above
with reference to FIG. 12, before sending the control frame
to poll the slave modem for an upstream data frame, thereby
increasing the downstream to upstream data frame ratio.
Conversely, if the buffer 74 is relatively empty and the buffer
104 is relatively full, the master modem can provide
repeated polls for single upstream data frames without
sending downstream data frames using the protocol exactly
as described above, or more desirably the ECAP control
frame poll can be arranged to indicate to the slave modem
a number of data frames that it is requested to transmit
upstream in response to particular polls, with the slave
modem responding accordingly.

It can be appreciated from the description above that the
collision avoidance protocol ensures that the modems 34 and
32 operate in a half-duplex manner for communications
between them via the line 12, with the total transmission
capacity of the line being shared, preferably dynamically
dependent upon buffer fills as described above, between the
downstream and upstream directions of transmission. The
protocol can be refined, from its basic form as described
above, in various ways to maximize the efficiency with
which the total transmission capacity is used. For example,
such refinements can include provisions for sending multiple
data frames successively in either direction as described
above, concatenating or merging control and/or data frames
sent in the same direction, and advancing the timing of
downstream frame transmission from the master modem in
view of the loop delay on the line 12 (which can be measured
in known manner by the master modem) and the knowledge
in the master modem control unit 72 of what upstream
frames are expected from the slave modem.

This total transmission capacity on the line 12 can also be
varied dynamically by the master modem 34 in dependence
upon monitored operating conditions, as explained further
below.

As described above, the modulation and demodulation
functions in the master and slave modems are desirably
implemented using DSPs. A clock rate of the DSPs can be
changed to vary the signal bandwidth as shown by the two
different spectra 62 and 64 in FIG. 6. A high clock rate
provides a corresponding large bandwidth, for example as
shown by the spectrum 62 in FIG. 6, providing a high
symbol transmission rate on the line 12 between the modems
34 and 32. However, this involves greater susceptibility to
noise (a large noise bandwidth) and greater signal attenua-
tion (which is dependent on frequency). Conversely, a lower
clock rate provides a smaller bandwidth, for example as
shown by the spectrum 64 in FIG. 6, providing a lower
symbol transmission rate on the line 12 with less suscepti-
bility to noise and less signal attenuation. Considered
generally, higher symbol rates on the line 12 produce greater
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total transmission capacity and greater error rates, resulting
in frames having to be retransmitted.

As also described above, the control unit 72 in the master
modem 34 determines from the check field CHK of each
received upstream frame whether the frame has been
received correctly, and can monitor a proportion of correct
upstream frames received. The control unit 72 can similarly
monitor a proportion of correct downstream frames received
by the slave modem 32 from information similarly available
in the control unit 102 of the slave modem and communi-
cated to the control unit 72 via the response frames. From
such ongoing monitoring, the control unit 72 can determine
dynamically whether the clock rate in current use for the
DSPs is appropriate or should desirably be increased to
increase the total transmission capacity on the line 12 or
decreased to decrease the proportion of frames received in
error. This can be determined either independently or in
common for the upstream and downstream directions of
transmission.

For example, if the control unit determines that a high
proportion, more than an upper threshold value of for
example 95 to 99%, of frames are received correctly, then it
can decide to increase the DSP clock rate and hence the total
transmission capacity. To this end it generates a control
frame which is sent from the master modem to the slave
modem instructing the slave modem to adopt a new, higher,
clock rate for future frames, the slave modem responds
accordingly, and the master modem switches its own clock
rate. Conversely, if the control unit determines that a low
proportion, less than a lower threshold value of for example
50 to 75%, of frames are received correctly, then it can
decide to decrease the DSP clock rate to reduce errors. To
this end it generates a control frame which is sent from the
master modem to the slave modem instructing the slave
modem to adopt a new, lower, clock rate for future frames,
the slave modem responds accordingly, and the master
modem switches its own clock rate. It can be appreciated
that the threshold levels can be determined to provide a
desired hysteresis for changing the clock rate, and that they
may be adaptively adjusted by the control unit 72 in depen-
dence upon the results of previous changes in clock rate.

The total transmission capacity is determined not only by
the symbol transmission rate on the line 12 but also by the
number of bits per symbol, and hence by the modulation
method that is used. As described above, the modem DSPs
can provide any of a plurality of modulation methods, such
as 16QAM, QPSK, and BPSK providing respectively 4 bits,
2 bits, and 1 bit per transmitted symbol. In a similar manner
to that described above for dynamically varying the symbol
transmission rate, the control unit 72 can also or instead
dynamically vary the modulation method. A determination
as to whether to change the symbol transmission rate and/or
the modulation method can be made by the control unit 72
in dependence upon various parameters such as the current
symbol transmission rate and modulation method, a history
of these operating parameters, the error rate, and monitored
characteristics of the line 12 such as delay, signal levels, and
echo parameters.

In any event, the dynamic variations discussed above
enable the control unit 72 in the master modem 34 to
determine and use, at any particular time for any particular
line 12 to which it is connected, a clock rate and modulation
method to provide an optimal total transmission capacity on
that line. It can be appreciated that this optimal capacity may
well include a certain proportion of frames that are in error
and must be retransmitted, and that this is accommodated by
the collision avoidance protocol as already described above.
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The total transmission capacity can vary over an
extremely wide range. For example, for a short line 12 and
under good conditions, the modulation method may be
16QAM and the clock rate 3 MHz to provide a total
transmission capacity of the order of the 10BASE-T bit rate
of 10 Mby/s. Conversely, for a long line 12 (it is observed
here that the line 12 must be unloaded to permit communi-
cation of signals at frequencies above the voice-band) and in
poor conditions (e.g. in the presence of noise and crosstalk)
the modulation method may be BPSK and the clock rate may
be reduced to for example 30 kHz, thereby providing a total
transmission capacity of about 25 kb/s (at for example 0.85
bits per Hertz to allow for excess bandwidth of the modem
filters). However, it is noted that even this total transmission
capacity is commensurate with the maximum bit rates of
dial-up modems currently used to provide Network connec-
tions via conventional two-wire telephone lines. In practice,
the total transmission capacity provided will be between
these extremes, and will generally be substantially more
than can be provided by currently used dial-up modems or
on ISDN telephone lines.

It is also noted that the master modem 34 can be arranged
to fall back to known modem communications methods in
the event that it does not receive any ECAP response frames
from a slave modem, so that the same master modem can
operate alternatively with slave modems as described above
or with conventional modems.

In use of the network access arrangement and protocol as
described above, the master and slave modems and the line
12 simply serve to communicate Ethernet frames in both
directions transparently between the wiring 36 and 46.
Accordingly, the subscriber is provided with a Network
connection without any dialling process, and hence without
involving a telephone connection via the PSTN, in the same
way (as seen by the Network and by the subscriber) as if the
wiring 36 and 46 were directly interconnected. As described
above, this Network connection is established in a manner
that is dynamically variable to provide an optimum total
transmission capacity, which can be shared in a dynamically
variable and optimized ratio of upstream to downstream data
frames, for any prevailing conditions such as the character-
istics of the line 12 and noise and crosstalk levels. For short
lines 12, the total transmission capacity is comparable with
the bit rate of 10BASE-T LANS, so that there is no inherent
deterioration of performance for communication of Ethernet
frames. In addition, it is observed that because the frames on
the line 12 are communicated in burst mode, there is
statistically less energy on the line than would be the case for
continuous data transmission on the same line, so that
crosstalk with other lines in the same cable is reduced.
Furthermore, the same line 12 can simultaneously carry
conventional telephone signals, so that provision of the
network access arrangement to a telephone subscriber does
not necessitate the provision of an additional or separate
telephone line.

Thus the use of the network access arrangement from a
TD 14 is substantially the same as if the TD 14 were
connected directly via an Ethernet interface to the Ethernet
switch 38. The TD 14 runs conventional software which, for
initial access to the Network, in known manner sends
information packets in Ethernet frames upstream, these
packets containing for example the Network address of the
management device 42 as the destination address and the
Network address of the TD 14 as the source address. The
packets are routed via the Ethernet switch 38 in known
manner to the device 42, and the switch 38 stores the address
of the TD 14 for subsequent direction of Ethernet frames
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addressed to this address to this TD. In known manner, the
device 42 either recognizes the source address of the TD 14
and provides a welcome message, or does not recognize it
and initiates a registration process, and communications
continue in known manner except that they take place via the
modems 34 and 32 and line 12 instead of via a direct
connection as is known.

In the embodiments described in detail above and as
illustrated in FIG. 3 the slave modem 32 is separate from the
Ethernet interface 30 connected to the TD 14 and includes
its own Ethernet interface and Network address. While this
is convenient in the case that the slave modem is connected
to a subscriber LAN via the wiring 46, it can be superfluous
or undesirable in the event that the slave modem 32 is
connected to only a single TD 14, especially if the slave
modem 32 and Ethernet interface 30 are merged together
into a combined unit that may be incorporated into the TD
14 as would be desirable for example for an entertainment
device. Even in the case of a subscriber LAN, the bridge 48
can be considered as a terminal device in which the slave
modem 32 could be incorporated.

It can be seen, therefore, that the manner in which the
slave modem 32 is ultimately connected to the TD 14 is
relatively arbitrary as far as this invention is concerned, it
only being necessary that the information be converted or
translated between the Ethernet frames to and from the
buffers 104 and 106 of the slave modem and whatever form
is required for the connection to the TD 14 (for example, a
PCM/CIA interface of known form), and that a Network
address identify the TD, translator, and/or slave modem.
Desirably, the slave modem 32 and the Ethernet interface 30
are merged into a combined unit, which can have a form for
example as illustrated in FIG. 185.

Referring to FIG. 15, the combined unit has a similar form
and operation to the slave modem 32 as described above
with reference to FIG. 8, and the same reference numerals
are used to denote similar parts, except that the Ethernet
interface 100 and wiring 46 of the slave modem of FIG. §,
as well as the Ethernet interface 30 of FIG. 3, are replaced
by a data translator 150. The translator 150 has an interface
152 to the control unit 102 and buffers 104 and 106, and an
interface 154 to the TD 14, which are arranged and operate
in the same manner as the corresponding parts of the known
Ethernet interfaces 100 and 30 discussed above. Between
these interfaces 152 and 154, the unit 150 includes a
minimized subset of the known circuits and functions of the
Ethernet interfaces 100 and 30 necessary to translate data
between the TD interface 154 and the Ethernet frame buffers
104 and 106, and to provide a single Network address. This
avoids the disadvantage of needing two Network addresses
for the slave modem 32 and the Ethernet interface 30
respectively as in the embodiments of the invention
described above, but makes it necessary to distinguish
between ECAP control frames for the control unit 102 and
ECAP data frames enveloping Ethernet frames containing
data for the TD 14.

Where the control frames and data frames are separate
ECAP frames, this distinction can conveniently be provided
by using the L/T field of the Ethernet frame. For an ECAP
control frame, the L/T field can contain a pre-assigned (and
otherwise unused) type having a value greater than the
maximum value of 1500 for an Ethernet fame, which is
recognized by the control unit 102 so that the control frame
is not forwarded to the translator 150. Alternatively, or in
addition, as described above ECAP control information can
be appended to Ethernet frames, for example in the overhead
field O/H or between the FCS field of the enveloped Ethernet
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frame and the check field CHK of the ECAP frame. In either
case the control information can be of a fixed size or it can
include its own length field to indicate its size. The L/T field
of the enveloped Ethernet frame is not changed, to avoid any
risk of corrupting the Ethernet frame.

Although particular embodiments of the invention and
various modifications have been described in detail, it
should be appreciated that numerous other modifications,
variations, and adaptations may be made without departing
from the scope of the invention as defined in the claims.

What is claimed is:

1. Amethod of communicating information packets to and
from a CSMA/CD (Carrier Sense multiple Access with
Collision Detection) path via communication of information
corresponding to the information packets over a bidirec-
tional communications path, the method comprising the
steps of:

coupling a first end of the bidirectional communications

path to the CSMA/CD path via a first modem having a
CSMA/CD interface coupled to the CSMA/CD path,
wherein the first modem is coupled to the first end of
the bidirectional communications path via a first end
interface;

communicating the information packets between the

CSMA/CD path and the first modem via a CSMA/CD
interface;
coupling a second end of the bidirectional communica-
tions path to a second modem, wherein the second
modem is coupled to the second end of the bidirectional
communications path via a second end interface;

communicating information corresponding to the infor-
mation packets between the first and second modems
via the bidirectional communications path using half
duplex communications controlled by the first modem,
wherein each of the information packets comprises a
MAC-layer packet grouping of data that is grouped to
fit into one MAC-layer packet of CSMA/CD networks,
and wherein the half duplex communications are half-
duplex with respect to MAC-layer packet groupings of
data;

communicating control information for controlling the

half duplex communications via the bidirectional com-
munications path from the first modem to the second
modem; and

changing direction of flow on the bidirectional commu-

nications path for the information corresponding to the
information packets, the direction of flow changing
based at least upon completion of communication asso-
ciated with conveying information corresponding to at
least one MAC-layer packet grouping of data across at
least one of the first end interface and the second end
interface.

2. A method as claimed in claim 1, wherein the step of
communicating the information packets using half duplex
communications further comprises the step of enveloping
information corresponding to at least one of the information
packets in at least one information frame, the at least one
information frame further comprising at least one error
check fields for error checking of at least the enveloped
information corresponding to at least one of the information
packets.

3. Amethod as claimed in claim 2, and further comprising
the step of communicating further frames between the first
and second modems via the bidirectional communications
path, each further frame comprising information relating to
operation of the modems and an error check field for error
checking of at least the information relating to operations of
the modems.
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4. A method as claimed in claim 1, wherein information
corresponding to one of the information packets communi-
cated between the modems via the bidirectional communi-
cations path comprises at least address, length, and data
fields of a corresponding Ethernet frame communicated via
the CSMA/CD path.

5. Amethod as claimed in claim 1, and further comprising
the step of multiplexing signals of the first modem for
communicating information corresponding to at least one of
the information packets between the first modem and a
plurality of second modems.

6. A method as claimed in claim 1, wherein the bidirec-
tional communications path comprises a two-wire line.

7. Amethod as claimed in claim 1, and further comprising
the steps of:

monitoring errors in communicating the information cor-
responding to the information packets between the first
and second modems via the bidirectional communica-
tions path,

and determining operations of the first and second

modems in dependence upon monitored errors.

8. A method as claimed in claim 7, wherein the step of
determining operations of the modems in dependence upon
monitored errors comprises varying a signal bandwidth of
the modems for communicating the information correspond-
ing to the information packets via the bidirectional commu-
nications path.

9. A method as claimed in claim 7, wherein the step of
determining operations of the modems in dependence upon
monitored errors comprises varying a modulation method of
the modems for communicating the information correspond-
ing to the information packets via the bidirectional commu-
nications path.

10. A method as claimed in claim 1, wherein the second
modem has a CSMA/CD interface, the method further
comprising the step of communicating the information pack-
ets between the second modem and a second CSMA/CD
path via the CSMA/CD interface of the second modem.

11. A method of communicating information packets to
and from a CSMA/CD (Carrier Sense Multiple Access with
Collision Detection) path via communication of information
corresponding to the information packets over a bidirec-
tional communications path, the information packets com-
prising upstream information packets and downstream infor-
mation packets, the method comprising the steps of:

coupling a first end of the bidirectional communications

path to a first modem, wherein the first modem is
coupled to the first end of the bidirectional communi-
cations path via a first end interface;
communicating the information packets between the
CSMA/CD path and the first modem via a CSMA/CD
interface, wherein each of the information packets
comprises a MAC-layer packet grouping of data that is
grouped to fit into one MAC-layer packet of CSMA/
CD networks, and wherein the half duplex communi-
cations are half-duplex with respect to MAC-layer
packet groupings of data;
coupling a second end of the bidirectional communica-
tions path to a second modem, wherein the second
modem is coupled to the second end of the bidirectional
communications path via a second end interface;

communicating information corresponding to the down-
stream information packets and control information, for
controlling operation of the second modem, from the
first modem to the second modem via the bidirectional
communications path;
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changing direction of flow for the information corre-
sponding to the information packets, the direction of
flow changing based at least upon completion of com-
munication associated with conveying information cor-
responding to at least one MAC-layer packet grouping
of data across at least one of the first end interface and
the second end interface; and

communicating information corresponding to the

upstream information packets from the second modem
to the first modem via the bidirectional communica-
tions path under control of the control information, the
control information providing half duplex communica-
tions for at least the information corresponding to the
information packets on the bidirectional communica-
tions path.

12. A method as claimed in claim 11, wherein the step of
communicating the information corresponding to the
upstream information packets further comprises the step of
enveloping information corresponding to at least one of the
upstream information packets in at least one upstream
information frame, the at least one upstream information
frame further comprising at least one error check field for
error checking of at least the enveloped information corre-
sponding to least one of the upstream information packets,
and wherein the step of communicating the information
corresponding to the downstream information packets fur-
ther comprises the step of enveloping information corre-
sponding to at least one of the downstream information
packets in at least one downstream information frame, the at
least one downstream information frame further comprising
at least one error check field for error checking of at least the
enveloped information corresponding to at least one of the
downstream information packets.

13. A method as claimed in claim 12, and further com-
prising the step of including information relating to opera-
tion of the modems in at least one of the at least one
upstream information frame and the at least one downstream
information frame.

14. A method as claimed in claim 13, wherein the infor-
mation relating to operation of the modems comprises the
control information from the first modem to the second
modem and response information from the second modem to
the first modem.

15. A method as claimed in claim 12, and further com-
prising the step of communicating further frames between
the first and second modems via the bidirectional commu-
nications path, each further frame comprising information
relating to operation of the modems and an error check field
for error checking of at least the information relating to
operation of the modems.

16. A method as claimed in claim 15, wherein the infor-
mation relating to operation of the modems comprises the
control information from the first modem to the second
modem and response information from the second modem to
the first modem.

17. Amethod as claimed in claim 11, wherein information
corresponding to one of the upstream information packets
communicated between the modems via the bidirectional
communications path comprises at least address, length, and
data fields of a corresponding Ethernet frame communicated
via the CSMA/CD path.

18. A method as claimed in claim 17, wherein the infor-
mation corresponding to one of the upstream information
packets communicated between the modems via the bidi-
rectional communications path further comprises a frame
check sequence of the corresponding Ethernet frame com-
municated via the CSMA/CD path.
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19. A method as claimed in claim 18, wherein the infor-
mation corresponding to one of the upstream information
packets communicated between the modems via the bidi-
rectional communications path further comprises a preamble
and a start frame delimiter of the corresponding Ethernet
frame.

20. A method as claimed in claim 11, and further com-
prising the step of multiplexing signals of the first modem
for communicating at least one of the information corre-
sponding to the upstream information packets and the infor-
mation corresponding to the downstream information pack-
ets between the first modem and a plurality of second
modems.

21. A method as claimed in claim 11, wherein the bidi-
rectional communications path comprises a two-wire line.

22. A method as claimed in claim 11, and further com-
prising the steps of:

monitoring errors in communicating at least one of the

information corresponding to the upstream information
packets and the information corresponding to the
downstream information packets between the first and
second modems via the bidirectional communications
path, and

determining operations of the first and second modems in

dependence upon monitored errors.

23. A method as claimed in claim 22, wherein the step of
determining operations of the modems in dependence upon
monitored errors comprises varying a signal bandwidth of
the modems for communicating at least one of the informa-
tion corresponding to the upstream information packets and
the information corresponding to the downstream informa-
tion packets via the bidirectional communications path.

24. A method as claimed in claim 22, wherein the step of
determining operations of the modems in dependence upon
monitored errors comprises varying a modulation method of
the modems for communicating at least one of the informa-
tion corresponding to the upstream information packets and
the information corresponding to the downstream informa-
tion packets via the bidirectional communications path.

25. A method as claimed in claim 11, and further com-
prising the step of communicating the information packets
between the second modem and a second CSMA/CD path
via a second CSMA/CD interface.

26. A method of communicating Ethernet frames on a
CSMA/CD (Carrier Sense Multiple Access with Collision
Detection) path via communication of information corre-
sponding to the Ethernet frames over a bidirectional com-
munications path, the method comprising the steps of:

coupling the information corresponding to the Ethernet

frames between the CSMA/CD path and a first modem
via a CSMA/CD interface, wherein the first modem is
further coupled to the bidirectional communications
path via a first end interface; and

coupling the information corresponding to the Ethernet

frames between the first modem and a second modem
via the bidirectional communications path, wherein
each of the Ethernet frames comprises a MAC-layer
packet grouping of data that is grouped to fit into one
MAC-layer packet of CSMA/CD networks, wherein
the second modem is coupled to the bidirectional
communications path via a second end interface,
wherein the first and second modems are master and
slave modems respectively, and the master modem
controls the slave modem by control information com-
municated via the bidirectional communications path
so that communications of at least the information
corresponding to the Ethernet frames on the bidirec-
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tional communications path take place in a half-duplex
manner, wherein the half-duplex manner is half-duplex
with respect to MAC-layer packet groupings of data,
the half duplex manner of communications changing
direction of flow for the information corresponding to
the Ethernet frames, the direction of flow changing
based at least upon completion of communication asso-
ciated with conveying information corresponding to at
least one MAC-layer packet grouping of data across at
least one of the first end interface and the second end
interface.

27. A method as claimed in claim 26, wherein the bidi-
rectional communications path comprises a two-wire line.

28. A method as claimed in claim 26, wherein the bidi-
rectional communications path comprises a two-wire tele-
phone subscriber line and the modems communicate signals
via the line at frequencies greater than telephone signal
frequencies, the method further comprising the step of
communicating telephone signals via the line.

29. A method as claimed in claim 26, and further com-
prising the steps of monitoring errors in communicating the
information corresponding to the Ethernet frames between
the first and second modems, and determining operations of
the first and second modems in dependence upon monitored
eITorS.

30. A method of communicating information correspond-
ing to information packets in both directions between a
CSMA/CD (Carrier Sense Multiple Access with Collision
Detection) path and a bidirectional communications path,
the information packets being, the method comprising the
steps of:

coupling the information corresponding to the informa-
tion packets from the CSMA/CD path via a CSMA/CD
interface to a first buffer, wherein the first buffer is
coupled to the bidirectional communications path via a
first end interface;

supplying the information corresponding to the informa-
tion packets from the first buffer to the bidirectional
communications path under control of a control unit,
wherein each of the information packets comprises a
MAC-layer packet grouping of data that is grouped to
fit into one MAC-layer packet of CSMA/CD networks;

changing direction of flow for the information corre-
sponding to the information packets, the direction of
flow changing based at least upon completion of com-
munication associated with conveying information cor-
responding to at least one MAC-layer packet grouping
of data across at least one of the first end interface and
the second end interface, the changing of the direction
of flow being a characteristic of communications in a
half duplex manner, wherein the half duplex manner is
half-duplex with respect to MAC-layer packet group-
ings of data;

receiving the information corresponding to the informa-
tion packets from the first buffer to the bidirectional
communications path in a second buffer, wherein the
second buffer is coupled to the bidirectional commu-
nications path via a second end interface;

coupling the information corresponding to the informa-
tion packets from the second buffer to the CSMA/CD
path via the CSMA/CD interface; and

producing in the control unit and supplying to the bidi-
rectional communications path, or receiving from the
bidirectional communications path and supplying to the
control unit, control information, the control informa-
tion communicated to provide that communications of
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the information corresponding to the information pack-
ets via the bidirectional communications path take
place in the half duplex manner.

31. A method as claimed in claim 30, wherein the infor-
mation corresponding to the information packets and the
control information are communicated via the bidirectional
communications path as modulated signals, the method
further comprising the steps of producing modulated signals
for supply to, and demodulating signals received from, the
bidirectional communications path.

32. Amethod as claimed in claim 11, wherein information
corresponding to one of the downstream information packets
communicated between the modems via the bidirectional
communications path comprises at least address, length, and
data fields of a corresponding Ethernet frame communicated
via the CSMA/CD path.

33. A method as claimed in claim 32, wherein the infor-
mation corresponding to one of the downstream information
packets communicated between the modems via the bidi-
rectional communications path further comprises a frame
check sequence of the corresponding Ethernet frame com-
municated via the CSMA/CD path.

34. A method as claimed in claim 33, wherein the infor-
mation corresponding to one of the downstream information
packets communicated between the modems via the bidi-
rectional communications path further comprises a preamble
and a start frame delimiter of the corresponding Ethernet
frame.

35. A method of communicating information packets to
and from a CSMA/CD (Carrier Sense multiple Access with
Collision Detection) path via communication of information
corresponding to the information packets over a bidirec-
tional communications path, the method comprising the
steps of:

coupling a first end of the bidirectional communications
path to the first CSMA/CD path via a first modem
coupled to the CSMA/CD path, wherein the first
modem is coupled to the first end of the bidirectional
communications path via a first end interface;

communicating the information packets between the
CSMA/CD path and the first modem via a CSMA/CD
interface;

coupling a second end of the bidirectional communica-
tions path to a second modem, wherein the second
modem is coupled to the second end of the bidirectional
communications path via a second end interface;

communicating information corresponding to the infor-
mation packets between the first and second modems
via the bidirectional communications path using half
duplex communications controlled by the first modem,
wherein each of the information packets comprises a
MAC-layer packet grouping of data that is grouped to
fit into one MAC-layer packet of CSMA/CD networks,
and wherein the half duplex communications are MAC-
layer half-duplex such that once information corre-
sponding to a first MAC-layer packet grouping of data
has begun to be transmitted into the bidirectional
communications path the information corresponding to
the first MAC-layer packet grouping of data is com-
pletely transmitted into the bidirectional communica-
tions path before information corresponding to a sec-
ond MAC-layer packet grouping of data is allowed to
begin to be transmitted into the bidirectional commu-
nications path; and

communicating control information for controlling the
MAC-layer half duplex communications via the bidi-
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rectional communications path from the first modem to
the second modem.

36. A method as claimed in claim 35, wherein the step of
communicating the information packets using half duplex
communications further comprises the step of enveloping
information corresponding to at least one of the information
packets in at least one information frame, the at least one
information frame further comprising at least one error
check fields for error checking of at least the enveloped
information corresponding to at least one of the information
packets.

37. Amethod as claimed in claim 35, wherein information
corresponding to one of the information packets communi-
cated between the modems via the bidirectional communi-
cations path comprises at least address, length, and data
fields of a corresponding Ethernet frame communicated via
the CSMA/CD path.

38. A method as claimed in claim 35, and further com-
prising the steps of:

monitoring errors in communicating the information cor-

responding to the information packets between the first
and second modems via the bidirectional communica-
tions path,

and determining operations of the first and second

modems in dependence upon monitored errors.

39. A method as claimed in claim 35, wherein the second
modem has a CSMA/CD interface, the method further
comprising the step of communicating the information pack-
ets between the second modem and a second CSMA/CD
path via the CSMA/CD interface of the second modem.

40. A method of communicating information packets to
and from a CSMA/CD (Carrier Sense multiple Access with
Collision Detection) path via communication of information
corresponding to the information packets over a bidirec-
tional communications path, the method comprising the
steps of:
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receiving a first information packet from the CSMA/CD
path at a first modem via a CSMA/CD interface;

transmitting information corresponding to the first infor-
mation packet on the bidirectional communications
path in a first direction;

changing direction of communication of MAC layer

groupings of information on the bidirectional commu-
nications path to a second direction that is opposite of
the first direction, the direction of communication
changing after the completion of transmission of the
information corresponding to the first information
packet;

receiving information corresponding to a second infor-

mation packet from the bidirectional communications
path at the first modem; and

transmitting the second information packet on the CSMA/

CD path.

41. The method of claim 40, wherein the first information
packet is a first MAC layer grouping of information on the
CSMA/CD path and the second information packet is a
second MAC layer grouping of information on the CSMA/
CD path, wherein the changing direction step further com-
prises:

operating the CSMA/CD interface to appear to MAC

layer entities on the CSMA/CD path that MAC layer
groupings of information are passed through the
CSMA/CD interface and over the communications path
in a half duplex manner with respect to MAC layer
groupings of information.

42. The method of claim 41, wherein the step of operating
the CSMA/CD interface further comprises:

avoiding collisions on the bidirectional communications

path of information corresponding to MAC layer
groupings of information.

#* #* #* #* #*
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